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1 INTRODUCTION

number 2/20071127

ABRITES Diagnostics FOR VAG USER MANUAL for software version: 20.0 Document

Abrites Diagnostics for VAG is a Windows based PC based diagnostic software for the vehicles
from the VAG group, which are, in most cases, unsupported by the Manufacturers diagnostics
tester. The “Abrites VAG Diagnostics” also provides you full diagnostic capabilities for VAG
vehicles.

1.1 Installing the “Abrites Diagnostics for VAG”

The “Abrites Diagnostics for VAG” is contained in the installation package, so please run the
setup.
Once you have done that you are ready to start the “Abrites Diagnostics for VAG”.

When starting the software a splash screen appears where the connection to the hardware
is examined. Should there be no problem with it a message should appear saying

“CONNECTION OK”.
The main screen looks like this:

r | N
A| ABRITES Diagnostics for VW/Audi/Seat/Skada 20.0 www.abritusT2.com E=NEEN X
# 1 Unit name 1 VAG Number Description l DTC J Coding '_‘ P
oo £
a1 Engine Control Unit-Master 03G206021EH B4 1,8L EDC GOOOSG 72 -
Previous
02 Transmisson
a3 RBES
04 Steering Angle
0s EZS5-Kesay/Entry And Sta... =._:-\>
(] Seat mEMOry passSenger
07 Control head Connect
08 Climetronic/Rutoc HVAC
09 Central Electic
on m
0B 2ir heating R
o =Y
| s I et
@ g SFH i : = : {‘;1! .
[fi =pecialunchons | g Yehicle Selection | & Broadcast | 364 Options
“@n i & 55 % ol 1 |
. i ] e e | &
t et EZS-Kessy BCh 2 Inztrument  Engine Contral  EDC17 and  Component Irma partz  Steering lock.
L7/A0 Adiah/05 it MED17 Boot  protection adaptation adaptation o
(g FTELIG - T Lt = 3 \>
g & B % @ o= @ &
i Boo; “d J L Open
T Key learning Durnp tool Airbag W Crafter DsG Custom PIM Converter Rermate
configuration Calibration  Read/lJpdate contral
T F=Y T - z
! — _— e —— — —
Attention:

Make sure you are running the “Abrites Diagnostics
using a shortcut to the “Abrites Diagnostics for VA

for VAG” from its folder . If you are
G”, please make sure the “working
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folder” parameter is set to the folder where the ex  ecutable file is placed. If the “working
folder” is not set the K-LINE may not function corr ectly.

2 DIAGNOSTICS WITH THE “ABRITES DIAGNOSTICS FOR VAG”

The “Abrites Diagnostics for VAG” basically consists of two parts:
-Standard diagnostic functions such as reading/clearing trouble codes, device identification,
adaptation, measured values etc.

- Special functions such as reading log in, Reading EEPROM etc.

All devices available to the car are listed on the main screen of the “Abrites Diagnostics for
VAG” with their appropriate VAS number. If you would like to connect to one of the devices just
double click on it. The “Abrites Diagnostics for VAG” will try to connect to the device using the
following protocols consecutively:

-KWP2000 over TP2.0 with a 5000kb/s (CAN) baud

-KWP2000 over TP1.6 with a5000kb/s (CAN) baud

-UDS over ISO transport protocol (CAN)

-KWP1281 or KWP 2000 over K-line (the protocol is recognized automatically from the wake up
pattern).

You can choose which of these protocols to use when attempting to connect as described in the
“Configuration” section.

2.1 Configuration

The “Abrites Diagnostics for VAG” can be configured by pressing the “Options” button from the
main screen. The following dialog is displayed:

b

7 Special fmctium| = Vehick Selecion | 1" Boadoast 3 E'F"it"lil
- zed protocol tor diagnostic - —E-Lne haud rates ting sequnce —— —|_anguage 3
CAH TR 20 (@ 104724 9600
| English st Advanc=d
CAM TR R O 9600 4 10472 L !
[ | Edine uzed DBEDIT P sy
L i~ Looging i
Fo-Lirez KMPI000ANP1 287 | ] Erable CAH g | e Oz &7 O1s
oS [ : E T — CAN Resigstar ———
| B2 Erable E-Lire log | e |-| 20 O = Sl
| F] Inatani Loggng

NOTE: Changes regarding the interface and timing pa  rameters made in this dialogue box
will be applied after restarting the application.

2.1.1 Used protocols

The meaning of the check-boxes is as follows:
-CAN TP2.0 — when trying to connect to the device the Diagnostics will try to connect to it
using “KWP2000 over TP2.0 with baud 500KB/s”
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-CAN TP1.6 —when trying to connect to the device the software will try to connect to it
using “KWP2000 over TP1.6 with baud 500KB/s”

-UDS - when trying to connect to the device the software will try to connect to it using “UDS
over ISO transport protocol” with baud 500KB/s

-K-Line KWP2000/KWP1281 - when trying to connect to the device the software will try to
connect to it using “KWP1281 or KWP2000 over K-Line”

NOTE: These check boxes are used only for configuri  ng the used protocols when trying
to connect to the device in order to perform standa rd diagnostic requests. They are not
applicable when auto-scanning devices.

2.1.2 Interface detection.

Normally the “Abrites Diagnostics for VAG” USB interface is recognized automatically. If not
please contact support@abritus72.com

2.1.3 K-LINE baud rate settings

When trying to connect to the device over K-LINE the “Abrites Diagnostics for VAG” will try to
connect using one baud rate and if it does not succeed it will switch to another baud rate and
attempt to connect once again. There are two baud rates currently in use- the 10472 and the
9600. Using the “10472\9600” and “9600\10472" in the dialogue box you could set the order in
which these two baud rates will be used.

If the “10472\9600" is selected then the software will try to connect over the K-LINE using the
10472 and if the connection is not successful it will switch to the 9600 and try to connect over it.
If the “9600\10472" is selected the software will try to connect using a 9600 baud rate and if that
proves unsuccessful it will switch to 10472 and make another attempt.

ATTENTION: Some of the devices using baud 9600 cann ot be woken up if they have been
tried with 10472. If you cannot connect to a device through K-LINE try to change the
options so that the software tries to connect throu gh 9600 first.

2.1.4 Timing parameters

The protocols running under K-LINE require very precise byte timing. Since Windows is not a
real time operational system these times are not always respected and the connection to some
devices is unsuitable or it is impossible to connect to them. In such cases you can try and
change some of the timing parameters from the “Advanced” button. The timing parameters have
the following meanings:

- Wake up echo delay - time after slow initialization between receiving “55 xx yy” and sending
the inverted value of “yy”(according to the K-LINE wake up procedure).

- Communication echo delay — time between reception of a byte under KWP1281 and sending it
back to the device in an inverted form.

- Inter byte time — time between sending two bytes under KWP2000.

- Time between messages — time delay between reception of a response from a device and
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sending a new request to it.

2.1.5 K-LINE PINs

Normally the K-LINE output is at the seventh pin of the OBD2 connector; However in some
models (e.g. 2004 Porsche Cayenne) the K-LINE may be located on pin 3 or 15. Because of
that there is an option to choose the pin where the connection is to be attempted.

ATTENTION: If you check all pins to be examined (i. e. pin3, pin7, pinl5) the time for
scanning all units will be significantly increased. Due to this the default pin selected is
only one ( pin7).

2.1.6 CAN resistance

According to the CAN specifications there should be a resistance between CAN-LOW and CAN-
HIGH. Normally the gateway has this resistance however if you would like to connect to a
device “on a table”( bypass connection without a gateway) then you should use a resistor
between the “Abrites Diagnostics for VAG” and the separate device itself (e.g. ECU, dash,
immobilizer etc.).

For that reason you have the option to choose what resistance to use (None, 75 Ohm, 100 Ohm
or 10 Kilo ohm). The default value used is 120 Ohm. Normally there should not be any issues;
however should an issue appears you can try changing the CAN resistance.

2.2 Scanning units

After starting the application in the main screen of the “Abrites Diagnostics for VAG” you will see
a list of all possible units with their appropriate VAS number.
Once you have that you are able to connect to the listed devices by double clicking on them.

You can also choose a configuration of devices corresponding to the specific car (chassis type)
instead of displaying all possible units. This is done by selecting the type (e.g. “1T — VW Touran)
from the “Chassis type” combo box. If you then select the “Display button” it will show all
devices that can be installed into the chassis type in question.

Pressing the “Scan all” button will attempt to connect to each device currently displayed in the
list.

Depending on the configuration options only the selected protocols will be used when scanning
for the devices.

For all devices found by the “Abrites Diagnostics for VAG” a detailed information is displayed in
the main screen. The following information is displayed for each device:

- VAS number.
- Unit Name.
- VAG number — returned by the device in the device identification.
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- Description — returned by the device in the device identification.

- Coding — returned by the device in the device identification.

- Part / IMP / Supp N (Part number/ Importer number/ Supplier number) — the information is
shown separated with spaces, also returned from the device with in the device identification.
- DTC — number of Diagnostic Trouble Codes stored in the unit.

Instead of scanning all units (which can take a while) you can retrieve the list of the installed
devices from the gateway by selecting the “Gateway config list” button.

Since clearing of the DTCs for all existing devices is one of the main diagnostic operations and
broadcast requests for clearing of all DTCs are not accepted from all units there is a possibility
to scan all devices and then if a connection to the device is possible to clear its DTCs. This is
done by clicking on the “Clear all DTCs” button on the “Auto scan devices” panel. Once again,
the protocols used to connect to the devices are specified in the configuration options.

2.3 Broadcast requests
Broadcast requests are the requests sent to all or a group of devices simultaneously.

The “Abrites Diagnostics for VAG” is able to send broadcast requests to all devices with a
request to enter a desired transport mode, to clear all DTCs in all devices or to disable/ enable
the communication of all devices. You can do this by selecting the corresponding button in the
“CAN Broadcast panel”.

Here are the available functions:

[Transport mode]
Entering or exiting the vehicle from transport mode is used by the factory to place the cars into a
“sleep” mode in order to conserve the battery charge during long periods of inactivity.

[Disable normal communication]

This function will disable the communication between units in the car. This can help you hold the
current state of the as well as preventing disturbances in communication while performing a re-
flash.

[Enable normal communication]
Restoring the normal message transmition.

[Clear all DTCs]
Sending requests to all units in the vehicle in order to erase their DTCs.

2.4 Standard diagnostic requests

When double-clicking on a device in the “Abrites Diagnostics for VAG” window, you connect to
the device in order to proceed standard diagnostic requests. The following dialog box is then
opened:
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[ 4. Engine Control Uit Master i e
A\

| TP2.0 [-

i B
£,
Establishment diagnestic sessicon with selected unit .... |‘f

Diagnostic channel is open.

——— electronic control unit identification ——

———— Peviee N
03E508021KH <—- VAE number Clear log

SW wersion: 8245
PROCRAMMARLE
Coding -72

Part number : 452326

Importeur's number 152
Supplier number : 13353 Update log
System description : B4 1,91 EDC GE0005E

w
b b e b - Diagniostic session — |
identification Read DTCs Security Access | | Basic settings Crestn, . Enter AB R I T E S
Hoveioadimigad autorfiptive s@lutions
SW [ HW wersian Clear DTC= Adaptation Actuator test Custom reguests FT;;;E)W
Read Freeze frame
) Components x
Ext ldent/ ID Measured values Coding Reset Program ID Security
Exit
1

This dialog box allows you to execute the following diagnostic requests:

2.4.1 lIdentification

“Identification” will provide you the VAG part number and software coding.
|

--— glectronic control unit identification —--

S EEEEEEEEE I]ivi‘:a H: l e EEEEEEEEEEEEE
4FOSL040LL <= WAG nmumber

PROGRAMMAELE

Program status 00, data status Z0

Codinmg 11772

Part numbar : 0

Inporteur's numbhaey :0

Supplisy numbayr : 0

Syztem description @ 3.0L WeTDI GOOOLG
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2.4.2 Software and hardware version of the unit

If you have the service supported by the corresponding controller you can check the SW/HW
versions of the unit using the “SW/HW version”. This includes all slave units of the master unit.

==== SW/HW wersion
EW wersion of modules

Tviz Ez. 6.3
EW wersion of module & : DEZ.6.9
EW wersion of module 3 : M:Z 6.9
EW wersion of module 4 : A4 7.6a
SW wersion of module & HXPQ35 W19 0z

Hardware number - 1E0D307351

2.4.3 Extended unit identification

“Extended identification / VIN” displays the programming data; flash statuses; programming
attempts; flash date; VIN number.

2.4.4 Read diagnostic trouble codes

“Read DTCs” will display all errors present in the master and slave units.
The errors displayed can be together with the freeze frame data depending on the “Read
Freeze frame” checkbox.

Status : Permanent error ‘I

12038 Accelerator Position Sensor (G73): Signal too Low
Status : Permanent error

SIS S SIS E SIS SRR SIS EEEEE

15804 Control Circuit for Controller for Turbocharger 1 (J724): Electrical Mal function
Status : Sporadic error

mechanical error

IS SN E Y S E S SN NSNS AEEEE

19804 Control Circuit for Controller for Turbocharger 1 (J7Z4): Electrical Malfunction
Scatus : Permansnt 2FKror

lower limit excesded

2.4.5 Clear diagnostic trouble codes

“Clear DTCs” will clear all DTCs stored in the unit.

2.4.6 Measured values

- “Non UDS” modules.

“Measured values” provides you the possibility to check measured values in different groups.
You could enter the group number manually or use the “+” and “-” to increase or decrease the
group number.
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r N
Measured Values [ﬁj

‘Channel
Injection Cuantity A

=

|Ir‘|cremr:r'|t channel's number

| [ L g

Enging Speed (G28) 0 frnin

Injection Cluantity

137.3 mofstr
Injection Duration nocE
(specified) '
Coaolant Temperature e
(GBE)

Oscilloscope

A

The “Scan all” button will generate a file with all measurement values from all groups.

Some important measured values:

The most commonly used value is the key recognition in the immobilizer. The key recognition is
at channel 2 if the immobilizer is by CAN or at channel 23 if the immobilizer is by K-LINE.
The only exception is the Audi Q7/A6/ Allroad where the recognition is at channel 23.

- "UDS” modules
The “Measured values” provides you the opportunity to check the measured values by selecting
features from a list.
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i - ~
Measurement Values &

Farameter ' Walue -
[[] Communication status of data bus 1 - Communication status of data bus 1

[] Time Out Recognition - Time Out B ecognition

1 Immobilizer-Challenge

Tranzponder D of the current key f4 Be el I8

Tranzponder D of Key-1 0d 97 Fb 0 |E
Tranzponder D of Key-2 0d 94 37 of

Tranzponder D of Key-3 be 12 Fadc

Tranzponder 1D of Key-4 be 21 adfa

Tranzponder [0 of Kep-b Y3cdBafd 3
Tranzponder 1D of Key-6 f4 Be el 18

] Transponder |0 of Key-7

[1 Transponder |0 of Key-2

[ Status of the Immobilizer - live status
[] Statusz of the Immobilizer - Mark 1D

Statuz of the Immobilizer - P-Klazze Ba

st of the immobi tuislK. g |
Statuz of the Immobilizer - Set-Keys E

Statuz of the Immobilizer-Slaves - Key status - Klemme 15 ein

Statug of the Immobilizer-Slaves - ey status - S-Kontakt no

Statuz of the Immobilizer-Slaves - Kep statuz - Key locked ez

Statuz of the Immobilizer-Slaves - Key status - Key leamed ves

Statuz of the Immobilizer-Slaves - Key status - Keyp Authenticatable yves

] Status of the Immobilizer-5laves - M5SG 1 - Status - M5G1-password was va...
] Statusz of the Immobilizer-Slaves - M5G 1 - Status - MSG1-signature waz valid
[1 Status of the Immobilizer-Slaves - M5G 1 - Status - MSGT Inquired

[T Status of the Immohilizer-Slaves - MSG 1 - Status - M5G1-Password learmed i
| I .
Go Back
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2.4.7 Security access

“Security access” provides you the option to perform security authorization on different levels.

Security Access I,i:?-,l

SeCully access parameters
{® Standard

O User defined

security AccessiLogin)
o
|
Security Access(CS)  §|  52bYE cdda
: Yalue(DEC) Yalue(HEX)
Securty Access(System)
Key C3 0Kl

2.4.7.1 Standard security access

This type of security access can be:

- “Security access ( log in )" - Typically used in immobilizer systems.

- “Security access ( Component Security)” - Typically used during adaptation of different units or
parts.

- “Security Access ( System Specific )" - Security access different from the previous two types
and from the authorization for programming.

Hints:

- When the device you connect to is using a “KWP1281" diagnostic then the only applicable
option is “Security Access (log in)”

- If you would like to input security access to the ECU you should use “Security access
(Component Security)”. This will allow you access to the adaptation channel 50.

- If you would like to input the security access to the immobilizer you should use “Security
access (Component Security)”. If you receive an error message saying that it is not supported
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you should use “Security Access (log in)”.

2.4.7.2 User defined security access

In order for the authorization to be performed you need to clarify the type of security access by
using the “Request seed” / “Send seed” buttons.

-

Security Access I,i‘s-,l

SeCully access parameters
) Standard Type

= User defined 3

RequestSEED || |320527021 131adaad
; Yalue(DEC) Yalue(HEX)

Return KEY

=EED: 0337232k

2.4.8 Adaptition

“Adaptation” will open a separate window for you where you could check the adaptation values.

- “Non UDS” modules.
You need to enter the number of the channel where the adaptation will be performed and then
press the “test” button. If the specified value is accepted by the unit press the “Save” button.
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Adaptaticn I.ﬁ:hj
Imrmaokbilizer (Wehicle Data learning) - Adaptation CHANNEL
Personal ldentification Mumber? (PIN) +
50
RN H AN NN X
. Enter
R R R
|
Scan all
Stored value; 22000
Test
Mewwvalue 32000
Testwalue:
Help

The “Scan all” button will generate a file with all channels and the adapted values.

Some important channels used for adaptation:

- Channel 50 — typically used for adaptation of new parts. Usually to get access to this channel
you should do a security access with the log in of the device to which you are connected and
the one you will adapt to the car. After gaining access to channel 50 you should input the log in
(PIN) of the car to which you will adapt the new patrt.

- Channel 21 - If the immobilizer is by K-LINE then the adaptation of the keys is done in channel
21. To gain access to it you need to make a security access with the immobilizer.

- Channel 1 - If the immobilizer is by CAN then key adaptation is done in Channel 1. To gain
access to it it is necessary to do a security access with the immobilizer.

- "UDS modules”
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i = |
Adaptation UDS &J

[~ Manual

[ ata [dentifier:

Select:

‘Language version -
1D# J Current | New \ Unit |
2233 Spanish -

no language =

German |

English |8

French

Italian

Spanish

Portuguese

without text

Czech >
Read Wite

" alue read.

Exit
5

You have to select certain items from a drop down list. When an item is selected it is
automatically read and its current values are displayed in the “Current” column. The “Unit”
column shows the measurement unit of the selected item. To change a current value you need
to input or select a certain new value into the corresponding cell from the “New” column.

2.4.9 Coding of the unit

“Coding” will open a separate a separate window for you where you can change the coding
value of the master and all slave units. In the example below only the master unit supports
coding. Slave units 1 and 2 are without coding.
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Document

|| Mewcoding [170B00
walue:

[ Set coding tvpe manually
| =] { |

L@ 2

o

Coding data read.

r |
Coding Ié,l
M) Dewvice | Coding tvpe “alue
01 BCE920850B Long 170E00

Set

Coding Helper

Exit

Pressing the “Coding helper” button will open a new window where you can see the
corresponding coding information with an opportunity to change the appropriate settings.
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(g ™
Long coding help l-EhJ

Coding Buytes
o1 2 3 4 858 B 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 283 29

pzfonfoo] [ T T T (T 1 T (T TP 1T 00T T 1T LTI T 11T

[l [Byte: D1, Bit: 0] Brakepad YWarning activefinstalled

[¥ [Byte: D1, Bit: 1] Seatbelt ¥Warning activelinstalled
[1[Byte: D1, Bit: 2] Washer Fluid Yarning activelinstalled
[¢i [Byte: 01, Bit: 3] Multi-Function-Display activefinstalled ’

7% Byte: 00, Bits: 0 - 3 .
00,Distance Impulse Number 0 |

01.Distance Impulse Number 1 - Seat Ibiza (6J] Leon [1P){Skoda Octavia [1.2] _Superb [3T)fVW 1
02.Distance Impulse Number 2 - Skoda FabiafRoomster [5.J] Skoda Yeti [bL] Skoda Octavia
03.Distance Impulse Number 3
04,Distance Impulse Number 4 - VYW Polo [6H)
05.Distance Impulse Number 5 - VW Amarok [2H] |
06,Distance Impulse Number 6 - VW Transporter/Multivan [TEJ7F)
07.Distance Impulse Number 7 - VW Eos [1F] { VW GolffJetta [52/5KfAJ] | VYW Scirocco [13)
08,Distance Impulse Number 8
#¢ Byte: 00, Bits: 4- 7
00,Country: Germany [D] |
® 10,Country: Rest of World [RoW]

o 20.Country: USA [US] -

h, == === = _—— = Emame——m—— =

m

O®OOOO00O

O

2.4.10 Basic settings

“Basic settings” will expect you to enter a number of the group and press the “ON” or “OFF”
button.

2.4.11 Actuator test

There are two types of tests available: “Selective” and “Sequential”.
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T F B
Cutput test I&

~Choose test - Selective test mode:
&) Selective test O Enter outaut code Testcode

Start

Cancel test

O Sequential test & Select output

] v

Engine Coolant Temperature [ECT] Gauge -
Speedometer

Fuel gauge

Seat belt indicator lamp

Il |Gong

| [Hot light |
Oil pressure indicator lamp

‘| |Segmenttest

Test picture in center display
Buzzerfgong

Brake pad wear indicator lamp
Brake and Parking Brake Warning Light |

In the selective test mode you have the possibility to enter a test code manually or to select it
from a list box. When a test is selected all you need to do is press the “Start” button.

2.4.12 Reset of the unit

“Reset” will request a software reset from the unit. Not all electronic control units support this
service. Please note that it is not available in all diagnostic sessions.

2.4.13 Custom requests

Using this function you can manually send diagnostic requests to the corresponding unit.
The next example shows a request for identification of an instrument cluster.
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Custom requests i
Reque=t
22189 Send
Sawve to file FPau=e Clear uDs

Trace list

Tx: 22 F1 &7

Fz: 0E 62 F1 87 35 43 38 39 32 30 358 35 30 42 20
Tz: 22 F1 29

RFz: 07 62 F1 89 30 34 30 36

2.4.14 Program VIN

“Program VIN” requests the VIN stored in the device and tries to change it. Not all ECUs
support this service. Please note that it is not available in all diagnostic sessions. Important
point for this diagnostic service is that in most ECUs the VIN programming is exclusive to one
specific session and they may need to have the ignition turned off and on, closing the current
diagnostic session. An example for such a thing is the Bosch EDC 16.

2.4.15 Custom download / upload

“Custom download/ upload” allows direct read from the address map of the device. This option
will only be available if you have some updates in your configuration such as “Reading / writing
the flash counters”. Please note that in most cases there will be a security authorization required
before you write or read the address map.

2.4.16 Component security

This special unction allows managing of brand new units ,including immobilizer units, where
programming of PIN ,SKC, BGW and MAC is allowed. These functions are under CAN-TP2.0.
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2.4.17 Active diagnostic session

Default diagnostic session established after connection to the unit is number “89”. You could

Document

request entering a different diagnostic where performing of diagnostic activities in the standard

session “89” is not allowed. Please take into account that in most cases different diagnostic

sessions require security authorization.

84 [ Ei |

|7Diagnnsti|: SEETion

2.5 Special functions

Special functions are specific applications allowing you to read security access codes, read/

program EEPROM / flash content etc.

The “Special functions” are available in the main dialog window of the “Abrites Diagnostics for

VAG”.
'L?j Special functions ‘ﬁ Wehicle Selection ] ,:, Broadcast ]@ Opticrs l
& 1 — =
[ T
I & =
EZS-Kessy BCHZ Ihgtrument  Engine Contral - EDC17 and
G786 A4/0505 Lnit MEC17 Boot
,‘ﬁg,l% FILTH .I °F
Ly L 110011 oy
O & & & fg
T F.ey learning Dump tool Airbag W Crafter 050G
configuration Calibration
A S T nom

r

Compaonent
pratection

@

Custom
Fiead/Update

Immo partz Steering lock,
adaptation adaptation

@

PIM Converter Remate

cantrol

Open

The needed special function is opened by double click or by marking and clicking the “Open”

button.

Note: For the purposes of some special functions (m ostly key learning) there are buttons
for PIN auto detection and component security. This means that they will try to gather the

needed information from the ECU and also from thei  nstrument cluster (if the cluster is

supplied by VDO).

Please be informed that for VDO units manufactured after the end of 2006 some parts of

the instrument cluster needs to be re-flashed. The same applies for millage reading
functions. As mentioned in the license agreement yo u will need to perform these

operations at your own risk.

2.5.1 Special functions with “Instrument CAN”

Issued by: Abritus 72 Itd.

Manual
Version: 3.00

25




September ABRITES Diagnostics FOR VAG USER MANUAL for software version: 20.0 Document
27,2013 number 2/20071127

When this function is opened the “Abrites Diagnostics for VAG” tries to establish diagnostic with
the instrument cluster using KWP2000 over TP2.0 or UDS.

If the session is established successfully the software will read the module's identification and
will try to automatically detect the instrument cluster type.

The following types can be detected:

- VDO/MM/Visteon -2007 (CAN TP2.0)

- VDO with NEC puC 2009+ (CAN UDS)

- JCI with NEC pC and 95320 EEPROM (CAN UDS)

- Magneti Marelli with 9S12 yC (CAN UDS)

- A8(4H)/A7(4G)/A6(4G)/Touareg(7P) with 95320 EEPROM (CAN UDS)

If connection to the instrument cluster cannot be established or the instrument cluster's type
cannot be detected automatically you will see the following window:

Select instrument cluster type

YDO/MMMisteon -2007 [CAN TP2.0)

YDO with NEC uC 2009+ [CAN UDS]

JCI with NEC pC and 95320 EEPROM [CAN UDS)

Magneti Marelli with 9512 pC [CAN UDS]
AB[AHAT[AG)AB[4G)/Touareq[7P] with 95320 EEPROM [CAN UDS]

=

Dk, Cancel

In this window you can manually select the desired instrument cluster from the ones listed.

Note: If you would like to select the instrument cl uster manually you need to disconnect
your AVDI from the OBDII and open the “Instrument ¢ luster CAN” special function.

If one of the above types of instrument cluster is automatically detected the “Abrites Diagnostics
for VAG” will not open the corresponding function window.

2.5.1.1 Special functions with instrument cluster CAN over TP2.0
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Instrument cluster / Immobilizer special functions -zhl

Septem
27, 20] Feset

dileage ReadAwrite ConfDatadimmo data -
- 00000000 85 04 57 56 57 5A 5B 5L 31 4B SA 37 50 31 Poad
00000010 31 31 31 DB 05 58 58 58 58 58 58 58 58 58 ConfD ata
00000020 58 58 58 58 58 58 6C 09 DA CD 70 ES 24 F3
s e 00000030 49 E7 8A 00 14 00 00 FE 58 FE 60 OB 12 3D
54 ecaliats 00000040 FF FF FF FF FF FF FF FF F1 01 06 11 01 11 LDF'.'Id {eH Save to file..
000000S0 56 57 SA 37 SA 30 47 37 30 33 31 31 31 31 i
Y —— e B 00000060 37 33 22 BE FF FF FF FF FF FF FF FF FF FF -
Hash/ConD ata i noonno70 FO OF FF OFF FF FF FF FF FF FF FF FF FF FF Read Musmm
r : it ; emary
dumps [Micronag) [ iy “ ] b FLASH Read/Update
—Immo Data T e — 7-'
D |WwAWZZZIKZTPTIT1111 Fiead Imma I St oy
data flazh/ConfData
; i — durmps [Micronasz]
| Serial number |YWZFZ0G 7031111 Transponder identificators
Serial key[CS) | 243057243782 KeplD1 |373322he kel DS | frff dsts
MAC [7ne5123d KeylDz | FFHE KeylDE | frff
Status | 000058t Power Class [fe KelD3 [ft KeylD7 | ft N e o
M ake dealer
Configuration |FO0T06110111 01 - W - KewlDd | KeylDg | key and add it T
I'| tothe imma IPCAmmobilizer to
FiN 52632 data VIRGIN state

Memary reading completed

Available functions are:

- Reading current mileage value.

- Read/ Program EEPROM of instrument cluster immobilizer.
- Reading security access code of the immobilizer.

- Read/ Write immobilizer related data.

Please note that the provided security access code from this application is immobilizer related
and will not be accepted by the instrument cluster.

For Micronas dashboards it is also possible to extract the mileage value by available EEPROM
and flash dumps using the “mileage by flash EEPROM dumps (Micronas)”.

Reading/ Writing the immobilizer data is done from the “Read IMMO data” and “Write IMMO
data”.

For Micronas dashboards it is also possible to extract the immobilizer data by available
EEPROM and flash dumps by using the “Immo data by flash EEPROM dumps (Micronas)”.

If you would like to make a key you will need to read the immobilizer data first or to load it from
flash and EEPROM dumps. After that you should have a transponder programmer connected
and then you should place the transponder inside. Once that is done the new key is added to
the existing keys, allowing them to still function.

Note: It is possible to have up to 8 keys per car. If all positions are already taken when
you create a key you have to substitute the 8 ™ key position.

Note: The “Make dealer key and add it to the immo data” button programs the transponder as a
dealer key and adds its transponder ID to the immobilizer data. The data however is not yet
written in the micro controller. You will need to select the “Write immo data” button to do that.
Alternatively you could exit without writing data ,since you already have have a dealer key. Of
course you could always teach the transponder by diagnostics.
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This application could be used with the following models:

VW Golf5, VW Caddy, VW Touaran, VW EOS, VW Individual, Skoda Octavia Il, Skoda Scout,
Seat Leon, Seat Altea, Seat Toledo, Audi A3, Audi A6, Audi A8, Audi Q7, Audi Allroad.

With Audi A6, Audi A8, Audi Q7, Audi Allroad the function for reading current mileage value is
not

available.

ATTENTION:

Please take into consideration that some instrument clusters of the Audi A3 and A8 have
the access to the special functions blocked. The bl ocked access ones can be recognized
by the unreal value they display when you read them . If you need to restore normal
behavior to the instrument cluster you need to remo ve the fuse of the instrument cluster
for one minute (e.g. in the Audi A8 you could remov e fuse number 5). The most common
reason for the blocking of the security access is t he usage of low quality diagnostic tools
in the past.

ATTENTION:

The “Abrites Diagnostics for VAG” is designed to ca Iculate mileage values in metric
units.

Please take this into account. Especially when usin g a dump tool or when the “Abrites
Diagnostics for VAG” asks you about the displayed v alue of the instrument cluster.

2.5.1.2 Special functions with “VDO NEC”

The “VDO NEC” is dedicated to the VDO instrument clusters with a NEC micro controller.
Typically these instrument clusters are installed in VW/ Seat/ Skoda/ Audi cars produced after
the year 2009.

After starting this function you will see the following dialog box:
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r |
VDO with NEC Microcontroller 2009+ e
Service Mode
Sepvice mode cah be entered in bao waps - for some dashboards it iz pozzible to enter by OBDI [hot abways pozsible], or by modifving the ConfDrata content with 2
programmer [by dump). Service mode can be leaved ahways by OBDI, but once leaved pou may need to madify the ContD ata dump in order to enter it again,
Load ConfDrata ' 2l SRS Enter Service Mode by Leave Service Mode by Feset
(24C32/24C64) dump bl OBDII OEDII Eie
Mileage Fead/write EEPROMAmmo data
0 00000000 0D AB 33 01 258 4F CE 32 ..3.(0.2 - Fread Update
00000008 €3 05 9C 2C 5B 15 4F 1D ..., [.0. i ConfData ConData
00000010 67 9C 7B 04 €6 1B 11 15 guf.vun. 15
B Fecalibral 00000018 D2 A5 C3 1R 87 76 F2 88 ..... T
Sl SEAIial 00000020 OF 40 €4 7D 80 F9 BF 35 .@d}...5 '-°fa.|d from Savetafle.
00000028 45 3E BE 0E B9 AS 25 BE E>...... 1
00000030 23 07 58 74 BF BC 7D 96 #.Et..l.
DGDQDUSS 2L 4X AR 16 FF F5 81 72 *J.....r - Fead Flash
T b
: Immio D ata —
DWW 77 BK 3320067 33 Read Imma
data
| Senal numbier i
Tranzponder identificatars Uipdate o
Serial keylCS] | dbaf573433d50 1 KeylD1 |f07b370d KeplD5 | MBacdT3 i
MAC | bbbz KeplD2 |937340d KeyDE |fBe08efd
Status | 1401006add PoetEiss 1t KeplD3 |do7alzbe KeylD7 | it
Configuration [210108EE0100 KeplDd faad2ibe kenna |
anfiguration 01 - VW : eyl el I addkes
PIN | 7752
Dare. Eal
A |

This special function can be used to read mileage and making keys. It is also possible to use it
for exchanging parts and adapting the identification and configuration.

The key making function requires a dealer key license while the mileage function requires a
separate license.

In order to perform any operations on these dashboards you will be required to enter the car into
service mode. The dashboard cannot be worked on without entering service mode. Entering the
car in service mode is performed in two ways:

- If the car has a working key you could put it in ignition and then press “Enter service mode by
oBDII"

- reading the EEPROM (24C32 or 24C64) with a programmer, then loading it using the “Load
EEPROM dump” button, then modifying it with the “Enter service mode by EEPROM dump” and
finally writing the resulting file back to the EEPROM using the programmer.

This is why we recommend that you detach the dashboard from the car and work with it
separately (not in the car). Another thing you could do is switch the ABS module OFF during
your work with the dashboard. If you prefer to work with the dashboard in the car and the ABS
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coding is losed, it is possible to calculated it with the “coding calculator” special function.
Exiting service mode.

- If you have entered the service mode with a programmer you can exit it by selecting “Leave
service mode”. To reenter service mode you need to modify the EEPROM dump again. Pressing
the “Reset” button will not exit the service mode ( in the cases where 24C32 is used).

- If you have entered service mode by OBDII both the “Leave service mode” button and the
“Reset” button will exit the service mode.

Once serviced mode is entered you can:
- Read/ Write the whole EEPROM

- Read the whole flash

- Read the mileage

- Read/ Write immobilizer data

- Create a key for the car

Note: Sometimes writing of the data may fail. Inor  der not to lose the information all
written data is backed up in the “Dumps” sub folder

Note: For dashboards with a colored TFT and other |  ate model cars display with no
working key you should enter the service mode and p erform all changes before exiting
the it. Should you need to enter service mode once more you will need to modify the
EEPROM yet again with a programmer.

Note: For the colored TFT and other late model cars display dashboards the specifics
dictate that the dashboard remains dark while the s ervice mode is active.

2.5.1.3 Special functions with “Magneti Marelli” UDS 9S12

The “Magneti Marelli UDS 9S12” special function is dedicated to the Magneti Marelli instrument
clusters with a 9S12 micro controller and UDS diagnostic protocol. These are typically produced
after the year 2009.

After starting this function you will see the following dialog box on your screen. In the example
below the data is already read.
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r |
Magneti Marelli UDS with 9512 Microcantrofler |
tagneti Marelli [ azhboard with Motorola 9512 microcontroller and UDS diagnoshic protocol
Tomake a key you need to read the immobilizer data firet, Then put Megamos 48 Crypto tranponder into the programmer and press “add key'', After several seconds
the key will be ready, The leamed kep will be added to pozition "key_count + 1", i if pou warnt to eraze all exizting keps and program one new key, first put 0" for
the key-count and then make the key.
Mileage Fead/write EEPROMAmmo data
0 Read Update
ConfDrata ConfD ata
Read milzage Recalibrate Load from ;
file. Save tafile...
Read Flash
: ImmUDala —
D AW TEAMTT1TT Read Immo
data
| Senial numbier identifi
Transponder identificators e iio
Serial keyCS] 51334300a26610 KepDl |bebSbife KeylD5 | FrETE data
MAC | d7a2o04c kewD2 |be2lfiad KeylDg | ftit
Status |D4FC KeylD3 [be2z3337 Keylny | f
K.y count: 4. | KepD4 |73cdlbet keplDE ffftt Add ke
PIM {17210
Done. E it

The special function is used for mileage reading and key making. Part exchanging and
adaptation as well as identification and configuration is also possible. The mileage function
requires a separate license while dealer key making requires the dealer key license.

2.5.1.4 Special Functions “JCI with NEC  uC and 95320 EEPROM”

The “JCI with NEC pC and 95320 EEPROM” special function is dedicated to the Johnson

Controls instrument cluster with NEC micro controller, 95320 EEPROM and UDS diagnostic
protocol.
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After starting this function you will see the following dialog box on your screen. In the example
below the data is already read.

IET with' NEC microcontroller and 85320 Canflatauli a—— |
ileage Fiead/write EEPROMAmmo data
] Fead Update
ConfDiata ConfD ata

Read mileage Recalibrate Load from
file...

Save tafile..

Read Flash

Irnma Data

1D [WhWZZZERZAY 255555
data

| Sefial number Transponder identificators -
Serial key(CS) | e537d3fcabr KeplD] |oofefcls KeylD5 | 3733226 data
MaC | snzro00n KeuD2 [Bfal2713 Kyl DB | H
Siatus |140000fedd KeplD3 [1ab48ek KeyiD7 | fifif
Configuration | 210105550100 01 -vwW . KeyD4 |f29c12be Keyina |t
o Add key
FIM 12345

NEEREN NN RN RN RN RENE RN NN REEERENENERERENEREN]
il

Done.

Press the “Read mileage” button to read the current mileage value.

Press the “Read EEPROM” and “Write EEPROM” to read or write the EEPROM data.

Press the “Read Immo data” button to read the immobilizer data

After you have read the immobilizer data you can modify and write it by using the “Write Immo
data” button.

After reading the immobilizer data you could add a new key. Pressing the “Add key” button will
prepare a dealer key. Then add it to the immo data and write the new immo data to the
immobilizer.

2.5.1.5 Special functions with “A8 (4H)/ A7(4G)/ A6( 4G)/ Touareg(7P) UDS dashboard
with 95320 EEPROM”

The “A8 (4H)/ A7(4G)/ A6(4G)/ Touareg(7P) UDS dashboard with 95320 EEPROM” special
function is dedicated to the A8 (4H)/ A7(4G)/ A6(4G)/ Touareg(7P) instrument clusters with a
95320 EEPROM and UDS diagnaostic protocol.

After starting this function you will see the following dialog box.
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Load Dump

Milzage

lllll Mileage

Read mileage

Fecalibrate mileage

Press the “Read mileage” button to read the current mileage value.
Press the “Read EEPROM” button to read the EEPROM.
Press the “Write EEPROM” button to write the EEPROM.
The last two functions are performed with the help of an ABPROG.

2.5.2 Special functions with “EZS Kessy CAN”

When you select this function the “Abrites Diagnostics for VAG” tries to establish a diagnostic
session with the “EZS-Kessy / Entry And Start Authorization” using KWP2000 over TP 2.0.
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— Companent security:

Document

FIM [Login] code:

Component pratection bytes

(&) Get component zecurity from Engine Contral Uit [ECU)

|a|:|

23242

) Get component security from EZ5-Kessy EEPROM dump

|32

O et component securnity from EZ5-Kezsy by DBDI

|df

Autodetect from engine [ECL

Lmad EZ5-Kezsy dump

Load/from EZ5-Fezay by

[Irequires ko give ignition OM with warking key] mED Help

— Learn keys Wik

Murnber of W .

keys to 1 Lear keps Make dealer key Read Write

learm;
—EZS EEPROM
ooooooo0 24 68 10 02 00 10 FD BO FF FF 01 FF 36 33 36 37 Shevevwneuns 6367 -
00000010 31 33 30 30 32 36 30 30 31 31 FF FF 37 33 38 37 1300260011..7387 Head EEFROM
goooooz20 30 33 30 30 30 34 30 36 30 31 FF FF 31 30 30 38 030004060L1..1003
ooooon30 34 31 32 31 31 31 35 30 30 30 39 30 33 31 30 34 4121115000903104
goooooan 34 32 34 37 35 FF FF FF 35 30 Z2E 31 31 2E 38 32 4=2475...50.11.8:2 \wiite EEPROM
goooooso 33 32 30 31 57 41 &R RA BA BA 34 46 5RO 36 34 31 FE01IWATEZZAFKGAL
goooonen 32 31 31 33 31 FF FF FF 11 =28 23 10 34 46 30 39 21131....[#.4F09
ooooooro 31 30 38 35 32 Z0 20 20 30 32 32 30 00 01 0Ol 00 10852 0Zz0....
gooooos0 oA A3 51 1A 5B 31 32 36 2E 30 32 ZE 30 37 FF FF ..Q.[l126.02.07.. Save tafile...
oooooooo 34 46 30 39 30 35 38 35 32 42 20 20 20 33 31 FF 4F090585ZB 3l.
ooooooAd FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF . ... iinennnes
QoooooeQ 33 30 35 32 31 30 30 39 33 31 38 31 32 31 35 230 3052100931812150 .

- Load from file. .
4 I I ]
E xit

This special function is dedicated to the Q7/ A6/ Allroad models and provides the following

functions:

- Key learning. In most cases it requires a pre-programmed key (one using VIN) which can
normally be purchased from a VW / Audi dealership. This function can also be performed
without a dealer key, however you will be required to create a dealer key. You can do that with
the Abrites dealer key special function and a programmer.
- Read the EZS Kessy EEPROM (2KB)
- Write the EZS Kessy EEPROM (2KB) containing the PIN, component security and ECU
synchronization.

- Change the VIN inside the EZS Kessy EEPROM.

- Program a blank key, so that it becomes a dealer key.

IMPORTANT: In order to perform any functions with t
of the following:
- The login (PIN) of the car and the first 6 bytes
component security is normally 7 bytes, however the

he EZS-Kessy you need to have one

of the component security. The

7" byte is not required. The login
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and component security bytes can normally be read f rom the ECU. This applies for all
cars with EDC16x/ MED9x/ ME7x/ EDC17/ MED17 ECUs. Y ou can read the login and

component security using the “Engine control unit” special function or from a decoded
EEPROM dump using a programmer. It is also possible for the software to read all this
information automatically when you press the “Autod etect” button.

In this case the software will connecttothe ECUa  nd read the component security and
login filling the required fields automatically.

- Itis possible that the component security cannot be read from the ECU. In such cases
you can use the car's working key (provided you hav e one) and obtain the component
security and PIN from it. This is done using the “G et component security from EZS-
Kessy by OBDII” function.

If the car has no working key you will need to open the EZS Kessy and read its EEPROM
with a programmer. Then you have to select “Get com ponent security from EZS Kessy”
and load the EZS Kessy dump. Once that is done you can learn or create a dealer key.

IMPORTANT: Provided that the car has no working key ~ and you can not turn the ignition
ON in order to get the ECU to communicate you will need to short the fuses as described
in the appendix.

After obtaining the component security bytes you ca n restore the fuses.

IMPORTANT: If the car has no working key communicat  ion with the EZS is only possible
if you press the brake pedal.

NOTE: In order to perform any functions with the EZ S Kessy you will need to input the
login and the component security bytes, or to load the EZS Kessy from the EEPROM
dump, or to get the component security by OBDII fro m EZS Kessy. If that is not done any
attempts to perform any actions will result in an e rror.

2.5.2.1 Learning keys with EZS-Kessy

In order to learn a key for the EZS Kessy you need to have the login and the component
security bytes (as described above) and to specify the number of keys which are to be
learned.Once you have that you need to select the “Learn” button and the keys will be learned.
Key learning is done with dealer keys. They can be obtained at a VW / Audi dealer or can be
made if you have the respective key programmer.

2.5.2.2 Reading and changing VIN

In order to read or write the EZS Kessy VIN you need to have the login and the component
security component bytes (as described above). Once you have that you can use the “read”/
“write” buttons to change the VIN.

2.5.2.3 Reading / Writing EEPROM
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ATTENTION: It is now possible to write areas $100t 0 $15F. In order to be able to write
this area you need to have a working key. Thisist  he area, that contains the Immobilizer
data. Please be very careful when performing modifi ~ cations here, because maodifying
some areas of the immobilizer data might lead to th e car not being able to start because
it will not be able to recognize the key (thisisv ~ ery much so in the component security
range between $100 and $123). Another thing is that  if you modify this area and have the
error above it will not be writable again due toth e lack of a working key. Should such
events occur you will have to create and learn ane  w key to the car in order to restore the
ability to write this section again. There are afe  w ways you could approach this

situation:

- You can learn a brand new transponder.

- You can unlock the original key, make it a dealer key and learn it again, making the area
writable again.

2.5.2.4 Programming a blank key so that it becomes a  dealer key

First you need to input the login and the component security bytes (as described above). After
that you need to press the “Make dealer key” button. At this point you should have a blank key
inside the key programmer and the ABRITES Diagnostics should be connected to the car. A few
seconds later you should have a dealer key ready. Then you can learn the key by selecting the
“Learn” button.

2.5.3 Special functions with “BCM2 A4/ A5/ Q5.

This special function is dedicated to key leaning for the vehicles equipped with the so called
BCM2.

Normally these are the A4/ A5/ Q5 vehicles produced after the year 2007 and also A6/ A7/ A8
produced after 2010 and Touareg produced after 2010.

Once you start the special function you need to select the model.
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- 5
A | ABRITES Commander for VAG . = | E i

Select car type

« Audi A4/A5/Q5

= Audi A6/AT/IA8 or VW Touareg:

ATTENTION: Strongly recommend to have a working key from the car. _
If you don't have a working key and want to add new key, the new one Figad jwating fet
will be learnt, but it is not sure that it will start the car!
Please first put working key in programmer and press 'Read working
key'
Mewxt » E xit

%

The models are divided in two general groups:

- Audi A4/ A5/ Q5 — for this group it is not necessary to have a working key.

- Audi A6/ A7/ A8/ VW Touareg — this group requires to have a working key ( a key, purchased
from a dealer is also an option). If you would like to learn a blank key it is necessary to place the
working key in the programmer and press the “Read working key” option. If you plan on re-
learning existing keys or learn a key, purchased from a dealer ( i.e. without programming blank
keys) it is not necessary to press the “Read working key” option.

After the model selection is complete the procedure is identical for both groups:
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I ~
A ABRITES Commander for VAG == X

Step 1: Check BCM type

Connecting to EZ5-Kessy/Entry And Start Autorization... OK
Reading identification... VAG N: BK0907064DP SW0327

Key count: 1

Key authenticated: Yes
Key locked: Yes

Key learned: Yes

# Learn keys in BCM2 completely by OBDII -
" Learn keys in BCM2 using programmer (with ABPROG])
 Alarm OFF

" Alarm ON

" Re-adapt BCM2 module to different vehicle

" Change mileage in key

< Back I | Mexst » | Exit

The special function offers the following options:

Making keys for these vehicles requires to read the BCM2 module. In general the procedure is
split into three steps:

Step 1: Check BCM type.

Step 2: Read BCM ( either by OBDII or with an ABPROG)

Step 3: Key learning procedure ( making dealer keys or learning keys)

2.5.3.1 Read BCM2 by OBDII.

This option will read the BCM2 by OBDII.

If all keys are lost you will see the message below. At that time you should disconnect the BCM2
module from the power supply for around 2-3 seconds and then reconnect it again. After doing
that you should select the “OK” button. If there is a valid key and the ignition is ON you do not
have to disconnect the BCM2 module from the power supply.
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l Read BCM by OBDII

Connecting to immobilizer... OK
Disabling security... OK
Entering into service mode... OK

DISCONNECT BCM MODULE FROM POWER SUPPLY
FOR 2-3 SECONDS AND RECONNECT AGAIN

[ BCM Reconnect [

e , DISCONNECT BCM MODULE FROM POWER SUPPLY
\ LY FOR 2-3 SECONDS AND RECONNECT AGAIN

e

4

After the reading is finished the existing key count, power class and VIN are displayed and you
can proceed to learning the key.
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Connecting to immobilizer... OK
Disabling security... OK
Entering into service mode... OK

DISCONNECT BCM MODULE FROM POWER SUPPLY
FOR 2-3 SECONDS AND RECONNECTAGAIN

Trying to reconnectto BCM... OK
Disabling security... OK
Transfer data................... OK
Decoding data: OK

VIN: WAUZZZ8T48A123456

Key count: 1 Power class: 79

BCM2 read with SUCCESS

ABRITES Diagnostics FOR VAG USER MANUAL for software version: 20.0 Document
number 2/20071127
- 1 P N
A ABRITES Commander for VAG o = | E
Read BCM by OBDII

—_—

< Back I

Next >

2.5.3.2 Read BCM2 with ABPROG

If you select to read the BCM2 with the ABPROG programmer, you need to solder 6 wires on
the module's PCB, and you should temporary remove one resistance (after reading is finished,
restore the resistance). There is also a wiring diagram applied. The wiring diagram is located in

the program folder too.
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3
A ABRITES CommanderforVAG = - =
Step 2: Read BCM microcontroller with ABPROG
00000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 +oeeeesecnnnsnn. . [ resgecmz
00000010 00 00 00 00 00 00 00 00 70 00 FF FF FF FF FF FF vvuveeseDosvenns { [(ABPROG should be |
00000020 38 4B 30 39 30 37 30 36 34 41 45 30 31 34 35 48 BKOO0T064AE0145H LusCOOvectedl...
N0000030 38 30 32 4B 30 39 30 37 30 36 34 41 45 00 A0 SE S0EK0907064AE. .. _
00000040 2D 2D 2E 2D 2D 2E 2D 2D 00 00 00 00 00 00 FF FF ——.=—.==r.suuans BCM2 connection
00000050 32 07 40 01 40 00 78 CF 32 07 40 01 40 00 78 CF 2.Q.@.x.2.0.R.x. diagram
0000060 32 07 40 01 40 00 78 CF 01 3A OF 20 20 39 30 21 2.@.@.x..:. 40
00000070 01 20 02 EO 62 FF FF FF FF FF FF FF FF FF FF FF . ..B.vuvesnsnn. T
00000080 40 32 A8 CE CC 09 CF DB FE &4 F2 71 D9 DE BO 79 §€2.......d.q...¥ = P
00000030 FO 4C BS 2A D7 09 F2 FA 67 OA RS Ad 9A F4 14 12 .L.*....Qeeesen.
D00000AQ 1F DA C7 91 6B 83 5B 47 OF 52 7E 4D 01 €6 26 28 ....k.[G.R-M.fs(
i ~ | Load BCM2 dump u
4 | 3
Initializing ABPROG... OK
Communicating with BCM2... OK
Reading BCM OK
Decoding data: OK
VIN: WAUZZZ8K89A112122
Key count: 1 Power class: 9C
< Back MNext » Exit

If the BCM2 module is read OK, you will see the VIN number, the existing key count and the
power class.

2.5.3.3 Key-learning procedure

Once the BCM2 module is read, you can make as many dealer keys as you want. A brand new
key is needed for the dealer key. Such a key can be made as a dealer key several times,

but if you learn this dealer key to the car, it is locked during the key-learning procedure and
cannot be used on other cars.

Once you have the required count of pre-coded dealer keys, you can learn them. Also the
original keys should be learned in this step, otherwise they will no longer function.
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[ (A] ABRITES Commander for VAG =)
Step 3: Learn key
Number of keys to learn: 2 Learn keye ‘ Make dealer
key
Key count: 1

Key authenticated: Yes
Key learned: Yes
Key locked: Yes

T o || G

2.5.3.4 Alarm OFF

This option is dedicated to a case where there are no keys for the particular car. If there is an
alarm

installed, after unlocking the driver's door, the alarm will be set off in 15sec. If in the meantime
you activate this function, the alarm will not start. Then you could unlock all doors by

unlocking the driver's door once again. Some vehicles do not have an alarm installed and after
opening the driver's door, all doors are unlocked.

2.5.3.5 Alarm ON

After the alarm is disabled and a new key is learned to the car, it is recommended to restore the
alarm using this option.

2.5.4 Special functions with “instrument K-Line”
When you open this function the following window appears:
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x|

Choose IPCpe:  |Instrument Cluster [ VDOAB, VD086, Motometer ] b o

Fead 4
Rt Instrument Cluster [ VDORG.YDOBE. Motomet 2 —

oooooo1n oo of VW LT Immobilizer Load frorm file...
10000020 00 9lmmobilizer box YW GOL
2000030 00 Ol white immobilizer bux Audi A4/AGIAD n
r:r:u:.E.r:'ur:.s.'_l I’Elr:l r; Black immohilizer box Siemens & FIN HCOG [Immn1]

tooooosy oo ofBlack immaobilizer box Siemens b FIN HCOS - 2400 [Immao1])
nooooo70 oo ofBlack immaobilizer box Siemens 6 FIN TMS [Immaol]
Q0000020 00 Ollnstrument Cluster Audi A4 B5 with Board Computer [-1937] Read
5222222:: E:: E. Instrument Cluster Audi A4 BS without Board Computer [-1997) ROMAFlash

coooooms oo ofinstrument Cluster Audi AB [110.1996]

noooooco oo ofInstrument Cluster Audi A48 (11,1996

nooooonn 00 ofinstrument Cluster Audi Ab B45 [-1997)

n00000ED 00 Oflnstrument Cluster Magneti Mareli - Shadow 1
:::E:QE :: : Instrument Cluster Magneti Mareli - Shadow 2 [Passat]
0000110 06 0 Instrument Cluster Magneti Mareli - Shadow 3 [TT] Lagin |.
nooonizn oo ofinstrument Cluster Mangeti Mareli - Direct 1996-2000 Mieae
coooo1an oo oflnstrument Cluster Mangeti Mareli - Direct 2000+ i :
00000140 00 Oflnstrument Cluster Sharan/Galaxy up to year 2000 |4
0000150 00 Olipgtrument Cluster Audi 244 BOSCH RB4 CRYPTO 2001+

CO0001&eld 00 0

0000170 b E. Instrument Cluster YW Golfd BOSCH RBx
cooooizn oo oflnstrument Cluster Audi A4 BOSCH RBx

ronontan oo ol vww Phaeton/Touareg.Bentley Continental. Porsche Cayenne
00000120 00 Oflnstrument Cluster Audi A4 BOSCH RBA CRYPTO 2004+
HOU0O1BD 00 Unstrument Cluster Laborghini Gallardo -2005

1] Instrument Cluster Laborghini Gallardo 2005+

Rezei ECU

_ O Skip neq. Esponzes

o

Ewut

From this dialog box you will need to choose your instrument cluster type or the immobilizer and
then you could read/ write the EEPROM ( read mileage, PIN etc.) Please be informed that the
special function will only establish a connection via K-line ( KWP1281 or KWP2000) and this
does not depend on the configuration options.

ATTENTION: All read EEPROM dumps will be stored in  the “Dumps” sub folder of the
Abrites Diagnostics for VAG so you could restore th e EEPROM in case of any unwanted
changes.

Automatic parsing of data from the EEPROM (mileage and immobilizer) is implemented for most
instrument clusters.

For instrument clusters from Magneti Marelli please refer to Appendix A.

If a connection to the Motometer instrument is not successful please send the text file
“motometers.txt” to the following e-mail address: moto@abritus72.com and the instrument will
be added to the database within a three business day period. The latest Motometer database is
available at www.abritus72.com/mmdata.bin .
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NOTE: Sometimes if you try accessing the instrument cluster by selecting the wrong
type of cluster from the dialog, the cluster may bl ock or reject future diagnostic requests

until it is reset by disconnecting the power supply either from the battery or the fuse. For
example this is a common issue which appears always with the Bosch clusters being
blocked when being accessed as “Instrument cluster (VDOG66, VDO86, Motometer)”

NOTE: Please be very careful when selecting “Instru ~ ment Cluster Audi A4 BOSCH RB4
CRYPTO 2001+” and “Instrument Cluster Audi A4 BOSCH RBx” instruments. You will be
able to read the EEPROM of the instrument no matter ~ which of both types is selected,
but if you've chosen the wrong type and you try to make some changes, you can
damage it. You can recognize whether the right type is selected by doing the following:
1.Choose “Instrument Cluster Audi A4 BOSCH RBx”

2.Read the EEPROM

3.If the displayed mileage corresponds to the real value, and if the displayed login is
accepted, then the type is “Instrument Cluster Audi A4 BOSCH RBXx”", otherwise it is
“Instrument Cluster Audi A4 BOSCH RB4 CRYPTO 2001+"

NOTE: When reading the RB8 EEPROM the device is put into service mode and “LO x-y”
is

displayed. If by any reason the instrument leaves i n this situation (e.g. if your laptop
goes

off due flat battery, or you disconnect the interfa ce from the car, or the car battery is flat),
you need to read the RB8 instrument EEPROM, and cha nge the immobilizer status to 6.

2.5.4.1 Transferring keys from one RB8 instrument to anothe r

Starting with a V5.2 of the ABRITES Diagnostics for VAG onwards it is possible to transfer the
keys from

one instrument to another. After reading the RB8 EEPROM there are two additional buttons:
“Read keys” and “Write keys".
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Instrument Cluster/Immobilizer (K)
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O skip neg. responses

X

Exit

In order to transfer the keys you already have you have to first read the EEPROM of the source
instrument and then by pressing the “Read keys” button you save them into a file.
Once you do that you need to go to the destination instrument, read its EEPROM and then after
pressing the “Write keys” button you will be prompted to show the location where the source
keys were read and saved. After selecting the file you will be asked to specify what information

you would like to transfer from the source instrument to the destination one.

Select key data to transfer '

[V Transfer leamed key IDs
V¥ Tiansfer leamed key count
W Transfer component protection data
[V Transfer login

.......

- “Transfer learned key IDs” - these are the fixed code identifiers. If you do not transfer them you

will need to perform key learning on the new dashboard.

- “Transfer learned key count” - transfer the amount of keys learned.
- “Transfer component protection data” - this transfers the key variable code. Without this the
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keys are not recognized and cannot be learned. Please note that in order to start the engine
you need to adjust the component protection data in the ECU too.
- “Transfer login” - transfers the car's login.

NOTE: There are two types of RB8 instrument cluster s — those that have a 7 bytes
component protection and those that have a 12 bytes one. The procedure above is valid
for the 12 byte component protection versions. Almo st all RB8 Instrument clusters have
a 12 byte component protection. Those that have a 7 byte component protection are
mainly found in A4 gasoline models; however the RS4 is also a 12 byte component
protection car.

2.5.4.2 Exchanging RB8 Instrument

If you want to install a used RB8 instrument into a car, you have to to synchronize the ECU and
the RB8 instrument. To do that you need to read the ECU component protection data and the
ECU MAC. Then after reading the RB8 instrument a button “Reset Comp. Security” will be
available. After pressing this button the following dialog will appear. All you have to do here is to
input the component security and MAC of the ECU.

xi
oWcs: (a0 [41 [ [ [sA [m
Nowes: o [n [ o [ [5

— MAC
Oid MAC: |.. | |L

MNew MALC: [2787 e | I? :K

NOTE: There are two types of RB8 instrument cluster s —those that have a 7 bytes
component protection and those that have a 12 bytes one. The procedure above is valid
for the 12 byte component protection versions. Almo st all RB8 Instrument clusters have
a 12 byte component protection. Those that have a 7 byte component protection are
mainly found in A4 gasoline models; however the RS4 is also a 12 byte component
protection car.

2.5.4.3 Removing RB8/RB4 “DEF” error

When you select the ICP type of “Instrument Cluster Audi A4 BOSCH RB8 CRYPTO 2004+" or
“Instrument Cluster Audi A4 BOSCH RB4 CRYPTO 2001+”, a button “Repair RB8 DEF” (“Repair
RB4 DEF” respectively) will appear. Pressing this button you will initiate the procedure of
removing the “DEF” string from the dashboard display.

NOTE: It is recommended that you read and save the  dashboards EERPOM and to make
a note of the dashboard's “Login” code before start ing the procedure.
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]
| Instrument Cluster/Immobilizer (K) N x|
| m et el Instrument Cluster Audi A4 BOSCH RB8 CRYPTO 2004+ - i -
Read
CO000000 MO OO0 00 00 OD 00 00 OO0 OO0 OO0 OO0 OD OO0 00 00 DD wceivencccacncsns &
00 00 00 00 00 00 00 00 00 00 00 0O O it o
00 oo 00 00 00 0o 00 00
00 60 00 0¢ 00 00 DO @0 60 -
ao 00 00 00 00 00 0D OO
] 0o 40 00 00 00 od nrdoT
an oo oo oo -
oo oo 00 00
o 0o o0 og ;
0 00 00 00 A Reset ECU
oo 00 00 00
oo 00 00 00
o] ao aa
oo oo 10 Reset Lo Repai RES
oo 00 00 00 a Bt DEF
oo oa
00 ao i :
oo o .
o 0o Mileage:
o oo ;
0000140 oo oo L
0000150 oo oo 0o
oo 80-00 00-00 ..uueesessieesas
] oo TR T e
a0 il 80 OO 00 .o asasienmenssas T
00 oo 00,00 PODD wwwwmemmnenn e
oo oo 00 00 00 90 cevveenssnnnsasns
oo oo 00 00 00 D0 .ovssasnemanenss

-
L’—J [ skio neg. responses

Eit

- Repair RB8 DEF:

During this procedure the software will read and write the EEPROM memory to the dashboard
several times. It is normal for the dashboard to display a string saying “Error” during the time the
procedure is in progress.

After writing the fixed EEPROM to the dashboard the software will try to automatically adapt the
dashboard to the vehicle. (i.e. performing adaptation on channel 50). In order for this to be
performed there will be a requirement for you to input a security access login. The login code
needed is 13861. In most cases dashboards are not ready for the security access login right
away and you will need to wait a little. The software will then ask you if it is to complete the
procedure automatically or if you would like to do this yourself manually.

If you select the automatic manner once the waiting time is over the software will automatically
adapt the new dashboard's security code to channel 50 and will then ask you if you would like to
transfer the old keys or if you would like to learn a new set using the “Key learning” special
function. Depending on your choice the software will transfer the keys or not and complete the
procedure.
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If you choose to complete the procedure manually you will have to wait some time with the key
in the “ON” position in the ignition, then connect to the instrument cluster through standard
diagnostics, perform the security access (Login) with the 13861 login code and then adapt the
dashboard's access code on channel 50. After doing this you need to learn new keys using the
“Key learning” special function.

Repair RB4 DEF:

During this procedure the software will read, modify and write the EEPROM memory to the
dashboard.

After the fixed EEPROM is written to the dashboard the software will try to automatically

adapt the dashboard to the vehicle (i.e. to perform adaptation on channel 50). In order to do
this,

a security access (login) is needed with a login code 13861. In most cases the dashboard will
not be ready for the security access right away so it might be needed to wait some time. The
software will ask you whether you would like to wait and let it finish the procedure automatically
or you would like to choose to cancel the procedure and finish it manually.

If you choose the automatic manner, when the waiting finishes the dashboard will allow you to
login. The software will automatically adapt the dashboard's security access code at channel
50.1f you choose to finish the procedure manually you have to wait for some time with the
Ignition in the ON position, then connect to the Instrument cluster through standard diagnostics,
perform security access (Login) with ogin code 13861 and then perform adaptation of the
dashboards security access code on channel 50.

After the procedure finishes you have to learn all keys using the “Key learning” special function.

2.5.5 Special functions with “Engine Control Unit”

The “Engine Control Unit” special function provides the following options:

-Read/Write of the flash memory.

-Read/Write the flash counters.

-Read/Write EEPROM.

-Extracting security code/ PIN.

-Immobilizer Enable/Disable (EDC15/EDC16/MET7X).

The functions are available after pressing the button “ECU” from the special functions tab of the
main dialog:
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Engine Control Unit - Spedial Functions Lﬁj
EE”;SBECU 1Ecu Autodetect - EE#eltgpe -
ECU Autodetect Read ConfData =F
noooooog  VAG-EDC15x B i e i i - st Fomifles
00000010 1VAG-MEY.1.1/7.5/7.8 wakeup pattern 01 00 coensnnnannnannn
ooooaaa | YAG-MET7.1.1/7.5/7.8 wakeup pattern 11 B L R
poanang {Porsche 52178 oo LI
nooooesa ¢ EDC16U a0
nooooosn  EDC16U31 oo . e
00000070 JEDC16U34 0o
00000080 B0 i R I
00000090 C1ECP!EDC1 " T B e =0
000000R0 EB Ster L
nooonoean  EDCT16CP3A Slave B0 oeenemmeennenns Mileage:
ooooooco  EDC16CA Master Q0 oo eeeemenenns I h
00000020 JEDC16CA Slave oa 1=
2?;3;2’;; EDC16U1 Master ;; . .
booonigg d EDC16U1 Slave T e—
nooooiin  EDC16U31 Master 11
nonooizao dEDC16U31 Slave B8 o o e
00000130 JEDC17 B o e s i  Elathenimter ;
00000140 MED17 D v i m v e
00000150 410 e 1 0o Mfo seefe || oo
OGO TR o4 GlFie v Flash taol [0
00000170 | MED 9.1 Master [t} .
nooonigo  MED 9.1 Slave 1Ty T e
00000130 1 MED 9.1 Single 00 v
ggﬂ:glﬁg SIMOS PPD 1.1{1.5 [Siemens) ;g ----------------
JO0001E0 oiMOS 7.1 (Siemens) 0 [M0 e -
4
Ewit

IMPORTANT: You need to specify the type of Engine C
proceeding! There is also an “Auto detect function”
ECU type in almost all cases, however it is possibl

select the type manually.

ontrol Unit in the car before
implemented which will detect the
e that it is wrong and then you need to

You can choose the ECU type — VAG- EDC15x, VAG — ME7.1.1/7.5/7.8, Porsche 5.2/7.8
BOSCH VAG-EDC15x, VAG-ME7.1.1, VAG-ME7.1, VAG-ME7.5, VAG-Cartronic ME7.8,

EDC16U1, EDC16U3x/CP, etc. (Extracting security code, enable disable immobilizer etc.)

The example shows: 1.9 TDI - EDC16
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HINTS when reading/writing EEPROM memory of ECUs:

1. The whole EEPROM could be read for EDC15/ME7/EDC16. For MED9, EDC17 and Simos
engine control units only the PIN/CS/MAC is displayed.
2. To read the EDC17/MED17 PIN/CS/MAC is required to have internet connection!!!

3. If you experience problems with reading ME7.x EEPROM it is better to remove fuse 11 and
fuse 15 to prevent disturbing of communication from the instrument cluster and try again.

HINTS when reading/writing flash memaories of ECUs (or changing flash counters):

1. In case of EDC15 the best advice is to remove fuse 11 and fuse 15 to prevent disturbing of

communication from the instrument cluster.

At a certain point during reading/writing flash memory of the EDC15 ECU, you will see “Trying
gateway options...” written on the status line at the bottom of the “Engine Control Unit” window.
Turn the ignition OFF and ON at this point.
2. In case of ME7.x or ECUs from Porsche you can read the flash memory as if you are reading
the EEPROM - the only difference is that you need to uncheck the checkbox for automatic
detection of EEPROM and put the corresponding start address and length.

If you experience problems with reading ME7.x memory it is better to remove fuse 11 and fuse
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15 to prevent disturbing of communication from the instrument cluster and try again.

3. When flashing the device please always read and  save first the original flash!

4. When using EDC16 please note that the flash whic  h was read is saved automatically in
the “Flash” subfolder and can be used in case of f ailure to restore the flash.

ATTENTION: FILE IS CRYPTED!!! Don't use it directly  to write flash! In case of failure
during the flashing the device should enter into a boot-loader mode which will allow you
to flash the device (but not to read it). The flash can be then restored with the “Custom
Read/Write” function.

5. Please, stop all screen savers/power saving opt  ions and unused application during
the flashing! Please do not do anything else on you r PC while flashing.

6. Please, take into account that the reading/writi  ng of the flash will take a long time
(especially when CAN connection is used) — as resul t the battery may go flat.

2.5.6 Special functions “Component protection”

As part of the security strategy, some parts of the modules build in the VAG vehicles, implement
the so called “component protection”. This is a mechanism dedicated to prevent exchange of
modules between different vehicles without central authorization from the VAG online database.
Such modules placed in another vehicle activates the “component protection active” DTC and
have restricted functionality. This special function allows to remove this “component protection
active” trouble code and allows the module to work with its full functionality.

The component protection is first implemented in the A8 2003+ and in the A6 2004+ vehicles.
Component security is not implemented in all VAG vehicles.

There are actually two types of component protection — generation 1 and generation 2.
Component protection generation 1 is implemented in the A8 2003+ vehicles, while the
A6/Q7/Allroad 2004+ use component protection generation 2 for most of the modules, and very
few modules use component protection generation 1.

In the beginning you have to select which generation want to use:
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.
A | ABRITES Commander for VAG - ==

Select component protection type
 Generation 1

Audi A8 2003-2010
Audi A6/Q7/Allroad 2004-2008:
- MmMI
- MP3 CD-Changer
- Auxilary heater
- Central electric
- ILM Beifahrer

" Generation 2

All other modules of Audi A6 2004+ and A4/A5/Q5

2.5.6.1 Component protection generation 1

For the “Component protection - generation 1” you have to select the module which want to
adapt:
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[ A] ABRITES Commander for VAG - R
Select device to adapt
07 - Contrel Head [(MMIZ2G) - Audi AA/ARSQE 2008+ »
0E - Media Player 1 (MP3 CD Changer 2G) - Audi A4/AL/QE 2008+ :
07 - Control Head (MMIZ2G) - Audi A6/0Q7 2004-2009
02 - Central electric (IIM Fahrer) - Audi A&/QT7 2004-2009
0E - Media Player 1 (MP3 CD Changer 2G) - Audi A&/QT7 2004-2009 3
18 - Auxilary Heater - Audi As&/QT7 2004-2009 3
4F - ILM Front passenger ((ILM Beifahrer) - Audi A6/0Q7 2004-2009%
06 — Seat Memory Passenger - Audi A6/Q7 2004-2009
36 — Memory module (driver's seat) - Audi A&/Q7 2004-2009 |
17 - Instrument Cluster - Audi A8 2003-2006
08 - Climatronic / Auto HVAC - Audi ASB 2003-2010 '
06 - Seat Memory Passenger - Audi ASB 2003-2010
36 — Memory module (driver's seat) - Audi A8 2003-2010 -~
<Back | Ne ] Exit

Currently for most of the modules it is needed to read the internal EEPROM (for the MP3 CD
Changer the internal flash) with a programmer first. If it is not necessary to read the flash, the
“Load dump” to read flash or EEPROM will not be active and the user can proceed with the next
step.

A8 2003-2010 only

If a module for A8 2003-2010 vehicles is selected, there is one additional step. You have to
connect 3 wires from the AVDI DB25 connector to the vehicles — CAN-H, CAN-L and Ground.
There is a wiring diagram on exactly how to connect them. The user has to splice into the
organge/green (CAN-H) and orange/brown (CAN-L) wires. Additionally the GND and +12V
should also be connected. The easiest way is to disconnect a connector (e.g. the connector of
the module under the driver's seat) and to place the two wires from the AVDI there. The ground
of the AVDI can be connected to any metal part. There is also a picture with example on how to
connect to these wires. After the wires are connected you need to press “Read component
protection data”.
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r

A ABRITES Commander for VAG -

Document

Read A8 component protection data

For A8 itis necessary to connect the AVDI to the internal CAN-Bus (not to
the OBDII). Find orange-green (CAN-H) and orange-brown wires (CAN-L)
and connect the AVDI as shown on the diagram. One easy way to connect
is to disconnect one plug from the device under the drivers seet and there

gHead companent
protection data

to put the wires as shown on the picture. Yl e
NOTE: After the component protection data are read, you should
reconnect the AVDI to the OBDII before you continue
Connecting to vehicle... OK
Reading.....cccccecenee.
< Back E xit

After the component protection data are read, you can continue with the adaptation.
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- N
A | ABRITES Commander for VAG ; “ | = | B

Component protection generation 1

Connecting to EZ5-Kessy/Entry And Start Autorization... OK
Reading EZ5-Kessy with Algo 1 (please wait - may 1-2min)... OK
Connecting to Central Electic... OK

Programming component protection... OK

Component protection is reset with SUCCESS

¢ Back ] | Nes I Exit

2.5.6.2 Component protection generation 2

This special function currently works with:

— Audi A6/Q7/Allroad 2004-2008. In these cars the customer is able to adapt completely
by OBDII. Without any restrictions the component protection for the airbag, instrument
cluster, comfort module and EZS-Kessy can be adapted. For the remaining modules with
a component protection (e.g. DSP, Climate Control) you can adapt the component
protection only if you have the Gateway EEPROM dump from the car from which the
replacement module is removed.

— Audi A4/A5/Q7 2007+. In these vehicles the customer is able to adapt the instrument
cluster.

When the special function “Component protection generation 2” is started the system is
examined and all modules with available component protection are displayed.
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[ N
A ABRITES Commander for VAG - = X

This functinality allows the customer to adapt used paris on other cars.In general this
requires following steps:

1. Reset the module to virgin state.
2. Adapt the module to the vehicle you want.

Checking modules for component protection. ..

H | Device Status

05 EZ5-Kessy/Entry And 5t... Rdapted to car  Commecting to EZ5-Kessy/Entry And Start Autorization... O
15 Airbag Ldapted to car  Connecting boditbag.. 0K

17 Instrument Cluster Ldapted to car Eonnect!ng ta Instament El_uster... oK

58 Central Electic Crop. Prak. B/B Cannect!ngtDEentraIElectlc... I:I_K

. y x p : Connecting ta Camfaort module, vehicle el. System SG... 0OF
46 Comfort module, wehicl... Rdapted ©0 CBX  Connecting to Memory module (diver's seet]...  Failed

08 Climatronic/iuto HVAC Bdapted to car Connecting to ClimatronicA&uto HYAC... Ok

Connecting to Auxilary Heater.. Failed
Connecting to Seat memomny pazzenger...  Failed
Connecting ta DSF...  Failed

Sizan finizhed.

Mewut »

From the displayed list of available modules, the customer has to select the module which they
want to adapt. Then the procedure of adapting the component protection is performed in two
steps:

— reset to virgin state

- learn module to the vehicle

2.5.6.2.1 Reset to virgin state

Reset to virgin state is performed in three ways:
- by reading the module by OBDII (available for instrument cluster, airbag, comfort module
and EZS-Kessy),
- by loading the module EEPROM dump (available for airbag and EZS-Kessy)
- by loading the gateway EEPROM dump from the car from which the module is taken
(where it was originally built in).

The customer has to select from the following dialog in which way they want to proceed:
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F N
A | ABRITES Commander for VAG - L= | B e

Step 1.1: Reset to virgin state

Please select how to reset to virgin state:

2

By OBDII (available for EZ3-Kessy, KOMBI, AIRBAG, Comfort module and Climatronic)

~ By module ConfData dump (available only for airbag, D3P,
EZS, efc.)

By gateway ConfData dump (available for all devices,
 requires the GATEWAY ConfData dump from the car where -nad di -
module was originally equipped)

By gateway ConfData read by OBDII (available for all
devices, requires the GATEWAY from the car where module
was originally equipped, to be connected in the car)

-

Mewut » Exit

After selecting the operation manner another dialog with the status of the operation is displayed:
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r Ty

A| ABRITES Commander for VAG ==

Step 1.2: Reset to virgin state

Connecting to Airbag... OK

Disabling security... OK
Reading......cccoceeeeeeeeecrecnnnnnns OK

Trying to reset component protection... OK

Component protection is reset with SUCCESS

I ‘ Meut » I Exit

e

After the operation is completed the module is in a virgin state and can be adapted to any car.

2.5.6.2.2 Learn module to the vehicle

To learn the module to the vehicle it is necessary to have the Gateway EEPROM dump from the
car on which you install this module.
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[ N
A ABRITES Commander for VAG - = X

Step 2.1: Learn module to the vehicle

To learn the specified module to the vehicle, you need the EEPROM dump of the GATEWAY
module from the car where you want to build the module.

You can read the dump by OBDII, but this will reflash the gateway, or you can load the
EEPROM dump. Please specify how to proceed:

+ Read by OBDII (ATTENTION: this might reflash gateway if it is not already reflashed)

" Load gateway EEPROM dump

s N i

e

You have the option to read the Gateway EEPROM dump manually with a programmer, or to
read it by OBDII. Reading by OBDII normally takes about 3-4min, but requires a module reflash.
If the gateway is once reflashed, further operations of the EEPROM reading do not need a
reflash.

So the customer has the option to select whether they want to read the EEPROM dump by
OBBDI|, or to read it with a programmer. If they select reading it by OBDII, then the next dialog
displays the status of the operation.
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r B

A| ABRITES Commander for VAG " ==

Reading gateway EEPROM by OBDII

Connecting to CAN Gateway... OK
Checking EEPROM access... OK
Reading EEPROM... OK

Gateway EEPROM read with SUCCESS

< Back I ‘ Meut » | Exit

Once the EEPROM data are read/loaded, the adaptation of the component protection is
performed. Once this step is completed successfully, the module should be fully functional.
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[ N
A ABRITES Commander for VAG - = X

Step 2.2: Learn module to the vehicle

Connecting to CAN Gateway... OK

Trying to set the component protection... OK
Connecting to Airbag... OK

Trying to set the component protection... OK

Module learned to vehicle with SUCCESS

Exit

e

2.5.7 Special functions with “EDC17 and MED17 Boot”
This function is dedicated to reading/writing of the EEPROM and flash memories of the
EDC17/MED17 engine control units. Here not only VAG engine control units can be read, but
also engine control units from other manufacturers (such as BMW, Opel, etc.).
You need to:

— connect the boot pin of the engine control unit to ground

— connect the CAN-H of the ECU to PING6 of the AVDI OBDII Connector

- connect the CAN-L of the ECU to PIN14 of the AvDI OBDII Connector

— connect the ignition of the ECU to PIN7 of the AvDI OBDII Connector

— connect the power supply (12V and Ground) of the ECU to a power supply source

— check which microcontroller in used in the ECU (the Infineon TriCore type)

— connect a 5100hm resistance between power supply (1  2V) and PIN7 of the AVDI

OBDII Connector

Connection diagrams can be found in the appendix
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EDC1I7/MEDLT Flash/ConfData read/write. - @

|TC179%6 ]

Read FIN/CS | | BetPINACS

from durnp
FRead Update
ConfData ConfD ata
Read Int. Update Int. |
FLASH FLASH

Load from
file...

Operation in progress, please wait...
Manufacturer ID: 0000182000008A02
OPT Protect: 0x10000 - 0x13fff

OPT Protect: 0x14000 - Ox17fF
Protection installed: YES

internal flash size: 2048 KB

ConfData size: 128 KB

External flash: not available

Operation finished with SUCCESS

EINEENNEENNERAAREN NSRRI RN RE N ERNE R |

Then you should select the appropriate microcontroller and connect to it. Once connected the
user has information about the flash/EEPROM size and protection, and has the ability to:

- read/write EEPROM (Dflash)

- read/write Flash (Pflash)

— Get PIN/CS/MAC for the engine control unit
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EDC17/MED17 Flash/ConfData read/write. —— [
T
|TC1798 = COMMECT
00010140 56 57 5A 5A 5A 31 4B 5A 41 57 30 31 31 31 35 32 vwzzzikzawollllle |pesgpimsce | | GetPINZCS
00010150 00 00 76 A3 16 BB BO 03 00 00 00 00 B2 CC 4C CC o aVeeeenwweuns fram dump
00010160 12 AB DB FE 68 EF 62 EF DL BC 73 00 00 00 00 00 w.ee.hube.iSa..
00010170 00 00 00 00 00 00 00 00 12 08 00 00 DD EO EB 14 cuneeseenun. Read Lpdate
00010180 OR 00 1A &C 4B 08 00 00 BS 5B D2 FF 22 93 C3 BO ...1K....[..". ConfData CanfData
00010190 3D 09 05 44 OF 51 AB 47 15 AC 37 CF EE 21 DA 00 =..D.Q.6..7..!
000101A0 57 56 57 SA 5 5& 31 4B 5 41 57 30 31 31 31 31 WwwzZzixzawolil[l] | Readlnt Update Int. i
000101B0 31 20 20 20 20 20 20 20 20 20 20 20 20 20 20 57 1 FLASH FLASH
000101C0 56 57 5& 54 SA 31 4B SR 41 57 30 31 31 31 35 32 VWZZZIKZRWO11l| Il
00010100 00 00 76 A3 16 BB BO 03 00 00 00 00 B2 CC 4C CC weVeesansonans |
000101EC 12 AB DB FE &8 EF 62 EF D1 BC 73 00 00 00 00 00 ....h.h...3..
000101F0 00 OO0 00 00 00 00 00 00 12 08 00 00 DD EO ER 14 ceeeneeeeeaun.
00010200 OB 00 36 63 3R 00 00 00 31 33 48 30 32 2D 20 2D ..6cCt...13HO02- - Load fram = v o fil
et HE ave [ofle. ..
™ G ol i
Operation in progress, please wait... |
Operation finished with SUCCESS
[
BINEEAEEENNEENIEEIAEERREENIEENIERNRERRNEENNY e

If the user presses “Read PIN/CS” the PIN, component security and MAC will be displayed:
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- :
EDC17/MED17 Flash/ConfData read/fwrite - [
|TC1798 ] COMMECT
00010140 56 57 5A 5 5A 31 4B 54 41 57 30 31 31 31 35 32 VWZZZIEZAWOL1l +  |peadpiNscs| | GetPIN/CS
00010150 00 00 76 23 16 BB BO 03 00 00 00 00 B2 CC 4C CC & o¥euvenennnn. fram dump
00010160 12 BB OB FE 68 EF 62 EF DL BC 73 00 00 00 00 00 ....h.h...3...
00010170 00 00 00 00 00 00 00 00 12 08 00 00 DD ED EA 14 weeennenennnn. Read Update
00010180 OR 00 1A &C 4B 08 00 00 BS 5B D2 FF 22 93 C3 BO ...1K....[..". ConfData CanfData
00010190 3D 08 05 44 OF 51 AB 47 15 AC 37 CF EE 21 DA 00 =..D.0.G..7..!
000101A0 S7 56 57 SR SA 5L 31 4B S& 41 57 30 31 31 31 31 WVWZZZLKZRAWO11[ Read Int. Update Int,
000101B0 31 20 20 20 20 20 20 20 20 20 20 20 20 20 20 57 1 i FLASH FLASH
000101C0 56 57 SR SA SR 31 4B SR 41 57 30 31 31 31 35 32 vwzzzikzawolii]]
00010100 00 00 76 A3 16 BB BO 03 00 00 00 00 B2 CC 4C CC wu¥euvenennnas
D00101E0 12 BB DB FE 68 EF 8 EF D1 BC 73 00 00 00 00 00 ....h.h...5...
000101F0 00 00 00 00 00 00 00 00 12 08 00 00 DD ED EA 14 weveeneeennnn.
00010200 0B 00 36 63 3A 00 00 00 31 33 48 30 32 2D 20 2D ..6c:...13H02- = Lu:uﬁldefn:um & ave ko file..
F s

Operation in progress, please wait... OK

CS: 36 67 4F 60 6C CE 00
PIN: 50990

MAC: AAD9 FB 64

Immo status: Normal (learned)

Operation finished with SUCCESS

IRNRERERERRERRREENANENRNRNRNENRNENNRNRNEEEN | ™

The Immo status can be:
- Normal (learned) — this is the normal operation mode of the engine control unit (i.e.
adapted to the vehicle)
— Bypassed — This engine control unit has an “Immo bypass” and can start no matter
whether the immobilizer recognizes the engine
- Virgin — This is a brand new engine control unit which was not build into a vehicle

The information about the PIN/CS/MAC can also be obtained if you have the EEPROM and
Flash dumps from the engine control unit.

2.5.8 Special functions “Immo parts adaptation”

This special function is dedicated to adapting a virgin or to reuse a “second-hand” immobilizer
parts (e.g. engine control units, immobilizer (Kessy), transmission gear box) from one vehicle to
another. In general some Immo Il parts (e.g. the earlier EDC16 and ME7 and all EDC15) allow
to adapt parts using only a PIN code and adaptation on channel 50.

However for the VW/Seat/Skoda starting from 2007, and for Audi models starting from
2003/2004 this is not possible. This special function is dedicated exactly for these parts which
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do not support the channel 50 adaptation. E.g. For engine control units this includes not only
the Bosch EDC16/MED?9, but also EDC17/MED17, and also Siemens VDO (Simos PPD and
Simos 9.x/6.x/7.x) engine control units.

When the function is selected, the customer has to choice what part what to adapt. There are
the following possibilities:

- engine control unit

- Audi A8, VW Touareg/Phaeton, Porsche Cayenne or Bentley continental immobilizer (Kessy)
- Passat B6/CC immobilizer (comfort module)

- Transmission gearbox for Audi A6/Q7/Allroad 2003+

2.5.8.1 Adapting engine control units

To adapt an engine control unit to the car you need the following:
- if the engine control unit is virgin, you should only put the new CS (6 or 7 bytes) and new
PIN code. You can read them from the immobilizer, or from the old ECU if it is present.
- If the engine control unit is used, you need the existing CS and PIN of this “second-
hand” engine control unit, plus the new CS and new PIN code.
When starting this special function the following dialog is displayed:

i B
Exchange ECU by OBDII e

(¢ i&ytodetect engine control unit existing CSAPIM;

Read
[ Specify manually the existing C5APIN of the engine contral unit

M ew immobilizer data

Irma nurber: | B

WIM:

Power class:

C5:

PIM: i

For EDC16/MED9/ME7/EDC17/MED17 and Simos PPD engine control units the customer can
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press “Read” directly and the old CS/PIN are displayed. If the engine control unit is a virgin
state, this is automatically detected.
After the successful read of the existing data, they are filled automatically in the field below.

Please pay attention that the 7" byte of the CS is not required here.
Pressing the “Read button” will read the power class, existing PIN/CS, also VIN and immobilizer

number.
T N
Exchange ECU by OBDI e
% hutodetect engine control unit eizting C5/PIK:
Read
(" Specity matually the existing C5/PIN of the engine control unit
- Wihite
f
Mew immobilizer data
Irnirmo pumber: ' E sit
WIN: WALZZZAFEEN 111222
Fower clags g7
L5: 14 ca 5F ) 29 a0 0
FIN: E5116
Done,

Also after successful reading the fields for the CS/PIN, VIN and Immo-number will become
active and the customer may specify the values they want. Please pay attention that the “power
class” for the engine control unit is displayed. This is a very important value which is stored
inside the engine control flash and cannot be changed. This value should be the same for the
engine control unit and the immobilizer, this means that if the old (broken) engine control unit is
from one power class, and the new one is from another, the car will not start, even if the
adaptation procedure was completed. The meaning of the power class value is to prevent
putting one engine control unit from for example a 3.0TDI to a car with a 2.0TDI.

2.5.8.2 Adapting Audi A8, VW Touareg immobilizer (Kessy)

This special function is dedicated to adapt “second-hand” immobilizers from one vehicle to
another. In general the earlier VW Touareg/VW Phaeton/Porsche Cayenne/Bentley continental
allow to adapt the immobilizer using only PIN code and adaptation on channel 50.

Issued by: Abritus 72 Itd. Manual | 66
Version: 3.00



September ABRITES Diagnostics FOR VAG USER MANUAL for software version: 20.0 Document
27,2013 number 2/20071127

But A8 and later VW models (after 2007) require to use this special function.

To adapt the immobilizer to the car you need the existing PIN and CS of the “second-hand”
immobilizer. You can extract it by reading the EEPROM dump of the second-hand module, or if
you have the engine control unit from the car from which you have taken the replacement
(second-hand) module.

When starting this special function the following dialog is displayed:

¥ B
Exchange ECU by OBDI G

" | pad existing PINACS from Kesey dump

Load Kessy
dump

(" Specify manually the existing C5/APIN of the Kessy

E «it

MHew immobilizer data
I number:

[ER

Power clasz:

C5:

PIM: 0

So you need to load the EZS-Kessy EEPROM dump, or to enter the PIN and CS of the second
hand module manually.

ATTENTION: You should know the power class of the e  ngine control unit before you
execute this function! After pressing the read butt on, the customer has to enter the
power class manually. If you enter the wrong power class and this is a working vehicle
(i.e. ECU and Immobilizer are adapted), the car wil | stop working. It will start working
again only if you put the correct power class in th e beginning of the procedure. This is so
because the Immobilizer (Kessy) will take the power class you enter.

ATTENTION: If you put the CS manually (i.e. you put 6 bytes of the CS) and there is a
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working key for the immobilizer (Kessy), after fini shing with the reading, the Kessy will
no more recognize the key. To start recognizing it again, you should put the 7 ™ byte and
press “Change”.

2.5.8.3 Adapting comfort module on Passat B6/CC

This special function is dedicated to adapting “second-hand” immaobilizers from one vehicle to
another. To adapt the immobilizer to the car you need the existing PIN and CS of the “second-
hand” immobilizer. You can extract it by reading the EEPROM dump of the second-hand
module, or if you have the engine control unit from the car from which you have taken the
replacement (second-hand) module.

When starting this special function the following dialog is displayed:

y 5
Exchange ECU by OBDI S
(* | oad existing FINACS from Combort module dumg fh
dump
[ Specify manually the existing C5/FIN of the comfort
|l pdate
0
E xit

M ew immaobilizer data

Immo number: e FTEOG 7031111

ICx: WAWEZZ1KZ7P111111

Power class: FE

L5 24 Fa CH 72 49 E7 B4

FIN: 2R3
Cione.

So you need to load the Comfort module EEPROM dump, or to enter manually the PIN and CS
of the second hand module.

ATTENTION: You should know the power class of the e  ngine control unit before you
execute this function! Normally the power class of the comfort module is displayed
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automatically if you load the comfort module dump. Then you are able to change it (if the
ECU has different power class). If you enter a wron g power class and this is a working
vehicle (i.e. ECU and Immobilizer are adapted), the  car will stop working. It will start
working again only if you put the correct power cla ss in the beginning of the procedure.
This is so because the Immobilizer (Comfort module) will take the power class you enter.

ATTENTION: After the reading is finished, any worki  ng keys will stop working and should
be re-learned to make them working again.

NOTE: This special function can also be used for ke  y-learning. If you have the comfort
module dump, you can load it here and all 7 byteso  f CS will be displayed. Then the
customer can make a dealer key using these 7 bytes.

2.5.8.4 Adapting Transmission gearbox on A6/Q7/Allroad

This special function is dedicated to adapting “second-hand” transmissions from one vehicle to
another. To adapt the transmission gearbox you need the existing PIN and CS of the “second-

hand” gearbox. You can extract it by reading the EZS-Kessy or engine control unit from the car
from which you have taken the replacement (second-hand) module.

When starting this special function the following dialog is displayed:

r 5
Exchange ECU by OBDT e e
" Load existing PINACS from EZS5 -Kessy dump
Read
0+ Specity manually the existing CS/PIN of the engine contral unit
O Es i7B l99 C1 0z F?7 i33 7th byte not wirite
required
Old PIM: | 155E5
E =it
Mew immobilizer data
M WA IZZZAFI8N111111
Power clazs: 51
Load
Cs: 7E 78 ED 52 2 4B EZ5 -Kesay
dump to
; T g which ko
PM: 23232 Hdlark
CS Part 2: &7 = ITE a0 oo 12
Connected. Start tranzsferdreceive of data

So you need to load the EZS-Kessy EEPROM dump, or to enter manually the PIN and CS of
the second hand module.
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ATTENTION: You should know the power class of the e  ngine control unit before you
execute this function! Normally the power class of the comfort module is displayed
automatically if you load EZS-Kessy dump you will b e able to change it (if the ECU has
different power class). If you enter wrong power cl ass and this is a working vehicle (i.e.
ECU and transmission are adapted), the car will sto  p working. It will start working again
only if you put the correct power class in the begi nning of the procedure. This is so
because the transmission will take the power class you enter.

Specific for this module is that the component security is not 7 bytes, but 12 bytes. The first 6
bytes are these which you read from the ECU or the EZS, but the second 6 bytes are available
only in the EZS. So you should put here the values which are displayed when you read the EZS,
it is easier that you load the EZS dump for the car to which you will adapt the transmission
gearbox.

2.5.9 Special function “Steering lock adaptation”

This function works with a NEW steering rack ONLY o r if the original is out of sync.

The window “Steering lock adaptation” can be used for adaptation of steering lock control
module to the VW Touareg/Phaeton/Porsche Cayenne/Bentley Continental/Audi A8. This
adaptation can be by CAN TP2.0 or K-KWP2000.

To perform this adaptation you need to know the security access code of the immobilizer and
working (aligned) key from the car.

¥IIE ABRITES Commander for YAG 1Ol x|

Procedure: Replacelalign Steering column lock using PIN.
The complete system consist of the following:

- Steering column lock control element

-EZS-Kessy control module

- Engine management control module (master/slave)

-Up to 8 vehicle keys

Only with this the procedure 'Steering columng lock control element’ can be aligned
Do you want to continue?

Press 'NEXT to continue, or 'EXIT to exit to leave the operation.

¢ Back | E xit |
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2.5.10 Special function “MMI-TV configuration”
Using this special function you can change speed limit of MMI compatible vehicles to
change the speed at which the TV is turned OFF.

Covered vehicles are:
*Audi A3/S3
«Audi A6/S6 (MMI up to July 2006)
«Audi Allroad (MMI up to July 2006)
*Audi A8/S8 (MMI up to July 2006)
* Audi Allroad (MMI up to July 2006)
*Audi A6/S6 (MMI starting from August 2006)
< Audi Allroad (MMI starting from August 2006)
«Audi A8/S8 (MMI starting from August 2006)

*Audi Allroad (MMI starting from August 2006)

T¥ Activation x|

Speed Limit: | kmh
%" Edition 1 " Edition 2

Use the following rule when enabling TV:
-if the car is built before 2007 try with edition 1. In case you do not succeed wait with ignition
ON for more than 30 minutes and then try with edition 2.
If the car is built after 2007 it is better to try edition 2 first.

2.5.11 Special function “Custom memory access Download/Upl oad/ReadMemory”

The “Custom memory access Download/Upload/ReadMemory” functionality is available from
the “Special functions” list, but also it is available in the standard diagnostic dialog. The
functionality is the same on both places with that difference, that in the standard diagnostic
dialog the user should open the diagnostic connection, perform security access, enter into
diagnostic session prior to starting the custom read/write. When this functionality is opened from
the “Special functions” list, these actions are automated and performed from the “ABRITES
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Diagnostics for VAG”.

Using this application you can read/program memory in some electronic control unit. Requests
sent from this application can be related to the currently running session of some of the

electronic control units from the dialog.

You can use this application for many different purposes — investigations, read/program flash
memories (for example you can program by this dialog internal flash memory of an EDC16).

In the example below we read a part of the flash of EDC16CP

Custom memory download/upload

Chooze ECL tppe: EDC16U1 M y

EDCI16U3
EDC16U34
EDCI6CPIEDCI16CP34
EDC16CA Master
EDC16C4A Slave
EDC16U1 Master
EDC16U1 Slave
EDC16U31 Master
EDC16U31 Slave
MED9.5.10
MED9.1 Master
MEDI.1 Slave

DCI1RUT - Read

X

Load from file...

Write H

Save to file...

— Connection

St Address 200000

x Total size 100000

Step

Len. af req. fo
i

—
—

E ncryption

% Download/Upload
7 Readfwiite mem

Session |0
?’\,

E xit

" Diag zession

In this dialog it is needed to clarify the diagnostic session which you want to be entered
before starting of the read/program memory.

In the example above we use session “86".

If you want to save currently running diagnostic session simply enter session “0".

2.5.12 Special functions with “Airbag”
With this special function one can:
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- Read/Write EEPROM memory of an airbag module
- Clear the crash data of an airbag module

x

Connection type

'y
Chaose ECU type: - Hanud Read EEPROM
AUDI_BOSCH_1997 2000 & Luamae
oooooooo ED oo AUDI—BDSCH—EI]“-I—zuug L -
nooooolo oo ool AUDI_BOSCH_2003_ D0 00 oevreeenennnnnn. I~
ao0o0o0z20 o0 oo W_SlEMENS_ﬂLL T “wirite EEFROM
0000030 00 oof- L T T

00000040 00 00" oo oo oo oo oo oo o oo oo o oo 00 00 L. e s e
00000050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 «oueeeeeneennn..
00000050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 «0uueeeeneennn..
NO0000070 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 «ouueeeeneennn.. H
00000050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 «0uueeeeneennn..

NO00000S0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 «uueeeeneennn..
NO0000OAD 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 «ouueeeeneennn..
NO000OOEQ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 «uueeeeneennn..
NO0000OCO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 «o'ueeeeneennn.. ~u
00000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wueeernneennne. '
NOO0DOEQ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuueernneennne.
0OO0O00FD 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 weeveunneeerenns Laad fram file..
00000100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuueernneennne.
00000110 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuueeernneennne.
00000120 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wueeernneennne.
DOOO0L30 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 D0 «eeeeeeneeeenns Clear crash data
00000140 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wueeernneennne. =
00000150 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wueeernneennne.
00000160 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wueeernneennne.
00000170 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 wuueernneennne.
NO00O0LE0 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 wuueeernneennne.

Exit

Save tofile...

For some airbag models it is not enough to clear the trouble codes (using "Clear DTCs"
diagnostic request) and the crash data stored into device's EEPROM should also be cleared.
For some models (see "Covered units:" below) crash data can be automatically cleared (using
the “Clear crash data” function) from the device’s EEPROM, but for some models the user has
to do this by hand (read EEPROM memory (using “Read EEPROM?” function), find where the
crash data is stored, change data, write EEPROM memory back (using “Write EEPROM”
function).

Covered units:

Read/Write EEPROM:

1. All Siemens CAN Airbags 2003-2008 like 4F0959655B (Audi A6/Q7/Allroad 2003-2008),
1K0909605AB, 1K0909605C, 1K0909605AD, etc...

2. K-Line Airbags (Siemens and Bosch) - 1C0 909 605 C, 8L0 959 655 A, 1J0 909 609, 6Q0 909
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605 C,6Q0 909 605 A, 6Q0 909 605 B, 3B0 959 655 B, 1C0 909 605 F, 1C0 909 605 H, 1J0 909
607, 1J0 909 603, 4B0 959 655 C, 4B0 959 655 J, 4D0 959 655 C, 8L0 959 655 F,8A0 959 655
C, 8A0 959 655 K, 8A0 959 655 K, 4D0 959 655 H, 8D0 959 655 C, 8D0 959 655 L

Clear crash data:

K-Line Airbags (Siemens and Bosch) - 1C0 909 605 C, 8L0 959 655 A, 1J0 909 609, 6Q0 909
605 C,6Q0 909 605 A, 6Q0 909 605 B, 3B0 959 655 B, 1C0 909 605 F, 1C0 909 605 H, 1J0 909
607, 1J0 909 603, 4B0 959 655 C, 4B0 959 655 J, 4D0 959 655 C, 8L0 959 655 F,8A0 959 655
C, 8A0 959 655 K, 8A0 959 655 K, 4D0 959 655 H, 8D0 959 655 C, 8D0 959 655 L
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2.5.13 Special function “VW Crafter”

This special function gives the possibility to:
—-read the engine control unit's EEPROM together with the PIN code and component security
—-read and modify mileage of the engine control unit

—Turn the immobilizer ON/OFF

—learn keys with prepared transponders
—perform diagnostic on the engine control unit and the immobilizer.

NOTE: It is only possible to connect to the engine
Crafter vehicles. To connect to any other device yo

for Mercedes.

Starting this special function brings the following dialog:

Document

control unit and immobilizer for VW
u will need the ABRITES Diagnostics

e

A| ABRITES Diagnostics for VW/Audi/Seat/Skoda 20.0 www.abritus72.com o= =
3 Unit name | VAG Number Description | DTC Coding = o
i} ill.
01 Engine Control Unit-Master ;

Prewvious
02 Transmisson
03 ABS
04 Steering Angle
05 EZ5-Keasy/Entrv And Sta... —:_,>
06 Seat memory pa3senger o

'n'T Conrral head Commact

VW Crafter .
; Imrmohilizer Femote Control :
ECU ConfData Key leaming Diagnostic Diagnostic Exit
=3 i = = L W tTa -
503 I &, e BmaoEoa Y i E
ne k A — e = 2
Inztrument EZS-Kessy BChZ Ingtrument  Engine Cantrol  EDC17 and  Component Immo parts  Steering lock
Q7 /AR AdeR05 Unit MED17 Boot protection adaptation adaptation =
B b
o L=
& ] 63 @ g
b ) DSG R r
-ﬂ- % ooy A = L Open
™ ey lgaring Durnp toal Airbag WA Crafter DsSG Custam PIM Caonverter Remate
configuration Calibration  Read/Update control
A = A n =

[

From these buttons it is possible to perform the following actions:

-when pressing “ECU EEPROM” the same dialog as in the “Engine control unit” is brought to
the user and it is possible to read EEPROM, read mileage and bypass the immobilizer from

here. You do not need to select any engine type, it is done automatically
-pressing “Key learning” will bring the “Key learning” dialog, the user is not required to select a
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model, it is selected automatically

-“Engine control unit diagnostic” will perform a standard diagnostic (reading identification,
trouble codes, etc.) to the engine control unit.

-“Immobilizer diagnostic” will perform a standard diagnostic (reading identification, trouble
codes, etc.) to the immobilizer.

NOTE: If the car doesn't have any working key it is not possible to turn ignition ON,
respectively to get communication with the engine c ontrol unit over OBDII because the
gateway (the EZS in this case) is not gating the CA N messages to the engine control unit
if no valid key is recognized. So if you have a car without any valid key, you will need
dismount the ECU and connect it on a table, ortoc  onnect the CAN wires of the ECU
directly to the interface.

NOTE: For the key-learning it is needed to turn ign  ition ON with the valid key before
starting the procedure. If there is no valid key, s imply put the key into the ignition lock,
the key-learning procedure will take about 5 minute s in this case. When the procedure is
finished you will need to turn ignition ON with eac h key which you want to learn.

NOTE: Sometimes during communication with the immob ilizer it is possible to lose
communication with it, so you will need to repeat t he procedure.

2.5.14 Special function “Dump Tool

Using this application you can calculate security access codes, calculate mileage and others.
This application needs the EEPROM dump from the corresponding unit. After the dump is
loaded modifications will be made and you need to store the dump as a new file, which you can
program into the device afterwards.

For more details about these functions, please refer to the appendix.

2.5.15 Special function “Service Interval”

Using this application, you can reset the service reminder, reset the service interval parameters
or change service interval options.

With the opening of the special function window, the software will connect to the instrument
cluster and read the available information concerning the service interval function.

Depending on the vehicle model, year, etc. you will have “Service reminder reset” or/and
“Service interval reset” or/fand “Change service options” sections enabled.

Together with these sections in the section “Applicable adaptation channels” you will see the
adaptation channels whose values will eventually change if you select one of the listed above
three operations, with their current values, units and short description.

When the read information is first loaded and also when certain options within the window are
changed, the column “New value” of the “Applicable adaptation channels” table will be
automatically filled with the default values that should be stored into the respective adaptation
channels related to the chosen options.

The applicable (and available) adaptation channels from column “New value” are also available
for editing, so the user may put any values there.
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2.5.16 Special function “Remote control adaptation”

Using this application, you can learn remote controls.

With the opening of the special function window, the software will connect to the applicable for
the vehicle control unit and read any available information related to the remote controls
adaptation.

Remote control adaptation x|

Number of keys:

Instructions:
Remote Control Matching: |

Enter the total number of keys [including existing].
Press button ""Learn and wait for the procedure to finish.
Press and hold the UNLOCK button on every remote that should be learned for at least 1 sec.

Learn

ATTENTION!
All the keys must be adapted in one procedure. l?
Adaptation of all keys must not exceed 15 seconds. Eré;e All

Remote Control Erasing:
Press button "Erase All".

Additional settings:

o Chn. 03: Auto-Lock - The doors will lock automatically when the vehicle reaches a speed =
4% 9f 15 kmh or 10 mph.

L8] 0 - off
@ 1-on =

- Chn. 04: Auto-Unlock - The doors will unlock automatically when the key is removed from
" the ignition switch.

L8] 0 - off
@ 1-on

Status:

Ready. A

In the “Instructions” window, within the “Remote adaptation” section” directions what should be
done to learn remote controls will be available.

Additionally, there might be an “Additional settings” table, where all the applicable adaptation
channels with their current values and description which are related to the remote controls
function will be listed. You can select the desired settings and press button “Change” to save
them.

This function is available for:
- Audi A3/S3 1997+

- Audi A4/S4/RS4 1995-2008
- Audi A6 1997 - 2006

-Audi TT 1999+

- Seat Exeo 2009+
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- Seat Leon 2006+

- Seat Altea 2004+,

- Seat Toledo 2005+

- Skoda Octavia | 1997+

- Skoda Octavia Il 2005+

- VW Caddy 2004+

- VW Eos 2006+

- VW Jetta 1998+

- VW Golf/Bora IV 1998+

- VW Golf/Golf Plus/Bora V 2004+

- VW Golf/Golf Plus/Golf Variant 2009+

- VW Touran 2003+

- Skoda Fabia 2007+

- VW New Beetle/Cabriolet 1998 - 2010

- VW Fox/Spacefox/Sportvan/Suran 2005+
- VW Passat 1997 - 2011

- VW Transporter 1997 - 2009

- VW Tiguan 2007+.

For Audi A8, VW Touareg, VW Phaeton, Bentley remote controls are learned with the “key
learning” special function.

2.5.17 Special function “Navigation”

Using this application, you can enable/disable the “Eject” button of the “Navigation” system,
eject the navigation CD/DVD holder and set “tire circumference” value applicable for the
navigation controller function.

2.5.18 Special function “Cruise control system”

Using this application, you can activate/deactivate the cruise control system and change the
related steering wheel electronics( SWE) configuration if SWE unit is available.

With the opening of the special function window, if SWE unit is available, the software will read
and display it's current configuration.

After the “Activate Cruise Control” or “Deactivate Cruise Control” button is pressed this will
activate/deactivate the cruise control system function and apply any changes of the SWE
configuration to the SWE unit.

2.5.19 Special function “Brake pads change”

Using this application, you can “Open rear parking brake for pad change”, “Close rear parking
brake”, perform “Parking brake function test”.

This function is available for the following vehicle models: Audi A8 2004+, Audi A6/allroad
2005+, Audi Q7 2009+, VW Passat B6 , VW Tiguan 2009+.

For vehicle model Audi A8, it is also possible to set the pad thickness.
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2.5.20 Special function “ECU Exchange — Dump Tool”

Document

Using this application you can change the EEPROM dump of an engine control unit, so that
after it is programmed into an ECU, the ECU can be adapted to a vehicle.
You need to read both the EEPROM dump of the engine control unit that is currently in the

vehicle (application name: “active ECU”) and the EERPOM dump of the engine control unit with
which you wish to replace (referred to as “replacement ECU”).

After opening the application, load both dumps (using buttons “Load active ECU dump” and
“Load replacement ECU dump”). Press “Change replacement ECU dump” to do the needed
modifications in the replacement ECU dump. Press "Save replacement ECU dump" to save the
modified dump into a new file, which you can program into the device later on

ECU BExchange - Dump Tool

Choose ECL type:
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2.5.21 Special function “Door unlocking”

This function is dedicated to opening car doors when the car is in SAFE mode.

To use this function you will need to connect some Pins of the DB25 interface of the AVDI with
cables to the wiring of the car manually.
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You have to find the desired wires in the car — orange with green (CAN-H) and orange with
brown (CAN-L), and you have to connect them to OBDII connector PIN6 (CAN-H) and OBDI
Connector PIN14 (CAN-L). Also you have to connect OBDII Connector PIN4 (Ground) to a

metal part of the car.

After you are ready you can call the “Unlock doors” special function. The following dialog will be

displayed:

f
Door unlocking

=)

Unlock Wi
Lnlock Q7 /ARAlmad Touareg/Fhaeton
Audi AR
Unlock Porsche
Cayenne
Unlock YA Passat Unlack WA EOS

Unlock Audi A3

Unlock Audi A4
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So for any of the desired model you will have to press the appropriate button.

ATTENTION: In most cases this only opens the doors.

12V Electric current should also be supplied for a

2.5.22 Special function “Coding calculator”

It doesn't disable the alarm!

later HW model.

Using this function you can calculate long code coding value of different modules.
When you open the special function the following window appears:
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=0lxi

Select device | Select coding |

Engine Control Unit
Instrument Cluster
Gateway

Central Electric
Comfort System
Parking Assystant
Door Control

Audio System
RadiofNavigation
Steering Control
Trailer Recognition

< Back I Mest » E xit

By selecting a device you'll be shown a list of possible long code coding to choose:
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Select device | Select coding |
Engine Control Unit 3C8-920-0c¢ - b digits code value
AF0-92 00000 - 22 digits code walue
Gateway AL0-92 0-sxo0ex0oe - 22 digits code walue
Central Electric HK0-920-00¢200¢ - b digits code value
Comfort System 8R0-920-x0c0000¢ - 22 digits code value
Parking Assystant 8T0-92 000200 - 22 digits code value
Door Control
Audio System
RadiofNavigation
Steering Control
Trailer Recognition
1 |+
< Back MHext > Exit
Select the appropriate coding and press “Next”.
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=10x]

™ Selectall Central Electric  Seat Altea - 42 digits code walue

Coding information -
- Front Fog Lights installed

- Xenon Headlights with Shutter installed

- Lighting system [PR-QQ4]

- Daytime Running Lights [Scandinavia] active

- Daytime Running Lights [Morth America)

- Driving lights

- Driving lights

- Coming-Home active

- Rear Seat Recognition installed

- Headlight Washer installed [PR-8x1] |
Coding information | Value Ii!
- Headlamp washer - delay after power on [Default: 51 ms] 4

- Headlamp washer - time to excite the [default: 230 ms] 20 |
00000000000000000414000011040000000000005¢ Show Cading Value

< Back | =R I E xit |

In the opened window you can check/un-check the desired features (see list with check-boxes
in the above picture, modify certain value (see the list with the two columns (text and value) in
the above picture) or select certain value by combo-box selection.

Check “Select all” check-box to mark as checked all the check-boxes from the check-boxes list.

The coding value is represented into the edit field at the bottom of the window (next to button
“Show Coding Value”).

When a certain item is changed this is automatically reflected into the coding value.

If you would like to see certain coding value “meaning”, you should write down the value into the
edit field and press button “Show Coding Value”.

2.6 “Key learning”

Inside every key there is a small chip called a “transponder”. In most cases this chip does not
require an external power supply, it is supplied by a magnetic field, which induces an electric
current. The immobilizer recognizes whether a proper key is used to start a car exactly by using
the transponder. With the evolution of the VAG cars the transponder type and the records inside
it have changed. In general, there are five different types of immobilizers/transponders used.
They are called Immo I, Immo I, Immo 1lI, Immo IV and Immo V. Systems from Immol up to
Immo 1l require that a transponder from the appropriate type is located inside the key, and they
are able to learn these transponders.
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Starting from Immo lll it is required that the transponder is from the proper type, but also has
some specific records inside it. Only transponders with such correct records can be learned.
According to the data inside there are the following types of transponders:

- Tp22 — dedicated for use in Seat vehicles;

- Tp23 — dedicated for use in Volkswagen vehicles;

- Tp24 — dedicated for use in Skoda vehicles;

- Tp25 — dedicated for use in Audi vehicles (especially A3 and A4);

Such transponders can be used in all cars of the specific manufacturer (e.g. Tp24 can be used
for all Skoda models);

The lastest immobilizer systems Immo IV and Immo V require that the transponder is
programmed with a specific code, and this code depends on the VIN number and is unique for
each car. Normally, only the car manufacturer can deliver such keys and they are called “dealer
keys” (because only the dealer can supply them). But the ABRITES Diagnostics for VAG is also
able to pre-code the transponders/keys so they becomes the same as the ones purchased from
the dealer.

2.6.1 Key-learning procedures

Normally, there are several key-learning procedures which are applied depending on the car
type and year of production. You can check in the appendix section which car belongs to which
key-learning procedure.

All key-learning procedures are listed below:

Procedure 1 — Normal key learning procedure — for v ehicles from 1996 to 09/2006 year via
K-line.

Learning of a transponder/key to the car requires only the PIN code and after the key-learning
procedure (actually adaptation on channel 21) is finished, it is necessary to turn ignition ON with
each key you want to learn. No preparation of the transponder/key is needed, instead a new
transponder/key should be used.

You must use the following Keys or transponders — TP05,TP08

Note: some of the new vehicles need to remain with the ignition ON for five minutes

before starting the key learning procedure (VW Golf 5, Skoda Octavia Il, VW Touaran, Seat
Toledo 2004+,...). Other vehicles may need to stay = more than 30 minutes with the ignition
ON until programming becomes allowed (Skoda Fabia2 006+, Skoda Roomster 2006+,
Skoda Superb 2007+, VW Polo 2006+, Seat Ibiza 2006+ )

Procedure 2 — for CAN vehicles till 09/2006 year — VW, SEAT,SKODA via CAN

Learning of a transponder/key to the car requires only the PIN code and after the key-learning
procedure (actually adaptation on channel 1) is finished, it is necessary to turn ignition ON with
each key you want to learn. No preparation of the transponder/key is needed, instead a hew
transponder/key (TP22/TP23/TP24 depending on the type of the car) should be used.

For SEAT you must use a Virgin key or a Transponder — TP22,

For VW you must use a Virgin key or a Transponder — TP23

For SKODA you must use a Virgin key or a Transponder — TP24

Issued by: Abritus 72 Itd. Manual 84
Version: 3.00




September ABRITES Diagnostics FOR VAG USER MANUAL for software version: 20.0 Document
27,2013 number 2/20071127

Procedure 3 — for VW/Seat/Skoda CAN vehicles 2006+, Passat B6, Audi A3 CAN

Learning of a transponder/key to the car requires only the PIN code and after the key-learning
procedure (actually adaptation on channel 11) is finished, it is necessary to turn ignition ON with
each key you want to learn. Preparation of the transponder/key is needed (so called dealer key)
using the component security (CS) and the car type (VW/Seat/Skoda/Audi).should be used.

Procedure 4 — for Audi A4 (RB8)

Audi vehicles equipped with an instrument cluster BOSCH RB8 with integrated immobilizer
require a pre-coded key (using the 12 byte CS). Using this procedure the data necessary for the
preparation of the transponder/key are read from the immobilizer automatically. Also the PIN
code needed for the key-adaptation is read automatically.

Procedure 5 - For vehicles with Hitag2 Key (transpo  nder) — VW Touareg, VW Phaeton,
Bentley Continental, Porsche Cayenne, Audi A8

Learning of a transponder/key to the car requires only the PIN code and after the key-learning
procedure (actually adaptation on channel 1) is finished, it is necessary to hold each key in
CRANK position until the steering is unlocked.

For vehicles till 2007 you must use a virgin transponder PCF7936 or a virgin key, no need for
other special preparation. If you use a Transponder — you only needed to switch it in Cipher
(Crypto) mode. You can use your Key programmer for that purpose if you have one. This is
done by replacing 0x06 with OxOE in the first byte of the configuration page (Configuration page
is page 3 where page 0 is the transponder ID, and pages 1 and 2 are the secret key). If this
value is already OxOE then the transponder is already in cipher mode.

For vehicles after 2007 and Audi A8 2002+ the transponder should be pre-coded using the CS.

Procedure 6 — for vehicles Audi A6,Q7,Allroad 2005+

For these vehicle there is a separate special function called “EZS-Kessy A6/Q7” where the key-
learning procedure is performed. Megamos 8E based transponder/key is used which is pre-
coded using 12 byte CS. The key-learning procedure starts adaptation of the this
transponder/key and the user should give ignition on with each key.

Procedure 7 — UDS dashboards

For these vehicles there is a separate special function where the key-learning is performed.
Please refer the the “Instrument CAN” special function manual.

These are typically the models produced after 2009. The immobilizer is integrated into the
dashboard, and the required transponder for that cars is a Megamos 48 Crypto.

Procedure 8 — A4/A5/Q5 2007+ and A6/A7/A8/VW Touare g 2010+

For these vehicle there is a separate special function called “BCM2 A4/A5/Q5” where the key-
learning procedure is performed. Hitag2Ext key is used which is pre-coded. The key-learning
procedure starts adaptation of the this transponder/key and the user should give ignition on with
each key.
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2.6.2 Key-learning modes

Document

There is standard and wizard mode for the key-learning. The standard mode requires more user
interaction when performing the key-learning procedure while the wizard mode tries to perform
most of the operation automatically. However in some models it is not possible properly to
detect the different parts, for that reason the standard mode is present in the SW to give the
user better control of the dealer key preparation and key-learning procedure.

2.6.2.1 Standard mode

Press “Standard Mode” to use key-learning special function as before version 15.0 of the
“Abrites Diagnostics for VAG”.

Pressing “Standard Mode” will bring the following dialog:

2

Key leaming

=)

Detected car type:

Wehicle model:

Mew key count: |

LogindSecurity code:;

0
Engine start permitted: Ma
ECU Responding: Mo
Transponder type OK: MNa
K.ey count: Z

Procedure 3

KEY-LEARMING STEPS:

W Seat Skoda [CAM] immaobilizer [year unknown] recognized.

VW.5eat.Skoda 2007+ [CAN)
Autodetect
P deal j ! ALLKEYS
Leamn repa}:zy e LDglr;a;SdEecqujJ LOsT
Diealer key/tranzponder:; Mo hosedint
Login acknowledge:

Fepstiansponder locked: Mo 1| friiFy
Fepftransponder learmed: Mo

Dedicated for VW /Seat/Skada CAN vehicles 2006+, Paszat BE, Audi A3 CAN

Tranzsponder acknowledge:

0 i

“Y'ou can reach login code from the ECL of the vehicle - special functions 'Engine Control Unit' - read eepram.

For thiz vehicle "procedure 3" iz uzed. You've to proceed with procedure 3, and after obtaining a prepared transponder then pou've
to put the login and number of keys to leam and to press "Leam' button,

Learning of a transponder/key to the car requires only the PIN code and after the kep-leaming procedure [actually adaptation on
channel 1] iz finizhed, it iz neceszary to give ignition OM with each key vou want to learn. Preparation of the transponder/key is
needed (20 called dealer key) using the compaonent security [C5] and the car type [V /Seat/Skodasdudi] should be used.

13

m

X

Exit

The customer has to choose the vehicle model for which they want to learn a key to.
In the background the system tries to determine automatically what vehicle model it is
connected to. If the model recognition is successful it will be selected automatically. If the
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system cannot recognize the model, the user has to choose the model manually.

NOTE: It is possible that the system does notrecog  nize the model correctly. In this case
you have to select the model manually. For example it is not possible to distinguish
between “VW CAN -2007” and “VW CAN (2007+)”, forth  at reason by default “VW CAN
(2007+)" is selected.

NOTE: Please pay attention that for some models the key-learning and dealer key
prepration are made in separate special functions. So if the SW detects such case you
will have a hint to go the respective special funct ion where to make the key.

After the vehicle model is recognized, the system checks the key recognition and engine start
conditions. They are displayed in the following fields:

—Engine start permitted: Having the value “No” means that the key or engine control unit is not
properly identified by the immaobilizer. A reason for that might be an invalid key or engine control
unit not adapted to the car, or for some models there is a waiting time. “Yes” here means that
the immobilizer recognizes the key properly and the engine is allowed to start, i.e. everything is
OK.

—ECU Responding: This shows whether the immobilizer is able to communicate with the engine
control unit

—Transponder type OK: This is used as an indication whether the key in the ignition has the
correct transponder type. For example for Audi A3 the immobilizer expects a Megamos 48
transponder, but if you use dedicated for Audi A8 (which uses Hitag2 transponder), then the
value will be “No”". If there is no key into the ignition, you will have “No” once again.

—Key count: shows the currently learned keys. After completing the key-learning procedure this
field should be updated to the new value if all keys were learned correctly.

—Dealer key/transponder: Shows whether the keys/transponders were successfully coded to the
specific car. After making a dealer key the position should change to “Yes” when you put the
prepared transponder into the ignition

—-Key/transponder locked: indicates whether the transponder is writable.

—Key/transponder learned: Indicates whether the transponder ID is recognized from the
immobilizer as a valid ID for starting the car. After learning the key/transponder to the car this
should change to “yes”

—Lock times — login acknowledge: if an invalid login was input several times to the immobilizer,
the immobilizer rejects further attempts to input the login. This timer indicates how many
attemps remain until new login attempt can be accepted

—Lock timers — transponder acknowledge: If you turn ignition OFF/ON cyclically, the immobilizer
stops to recognize the transponder, and even a valid transponder will not start the car. This
timer shows when the immobilizer will recognize the transponders. This value is typically set
when trying to make keys for Passat B6/CC

2.6.2.1.1 Key-learning

To perform the key-learning you will need the Login. If pre-coding of a transponder is necessary,
the button “Program dealer key” will be also available. The “Autodetect Login/security code”
button is available in order to search the PIN/CS automatically.

The key-learning is performed as follows:

- Enter security access code (or autodetect it with the respective button) and the number of keys
- Turn ignition ON (new or existing key)
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- Press the “Learn” button

- For some VW/Seat/Skoda vehicles it is possible to add a new key without the remaining keys
being deactivated. If the software recognize that the immobilizer supports this option, you'll be
promted whether you want to add key, or erase all keys and learn only the available keys. If the
immobilizer is not supporting this option, this step is skipped.

- Wait until “adaptation finished” is displayed

- Remove the key and turn ignition off with all remaining keys. Normally you need only the make
ignition on, but for some models with electronic ignition there might be a little difference. The
software recognize such cases and will give you the respective hints. E.g. for
Touareg/Phaeton/Bentley/Cayenne/A8 it is necessary that you hold each key in CRANK position
until the steering is unlocked. For Passat B6/CC/B7 it is required that you put each key only to
the first position instead of putting the key to the normal ignition position.

2.6.2.1.2 Preparing dealer key

If the respective procedure requires pre-coding of the key/transponder before it is learned to the
car, the button “Prepare dealer key” will be available. Preparing the dealer key require the
7bytes of the CS.

The preparation of a dealer key is a little bit different for vehicles using the Megamos 48
transponder and the Hitag?2 transponder.

a) Preparing dealer key on vehicles with Megamos 48  transponder

Pressing the button will show the following dialog:
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r -
Program dealer key [ﬁJ

Set tranzponder type: | Megamos 48 - VY -

Autodetect component security

3 &l 7 bytes of the component protection data [component security] are know
Program transponder from 7 butes

0 0 0 0 0 0 0 : ﬂ‘. l

(=} Find the 7th byte of the componerit security data

Find Fth byte and program transponder

Component a7 3a ad s 53 fe] Prepare
zecunty bytes;
(&) Automatcial trying of the 7 bite
e - Find 7th byte
O Manual ting of the 7 bute [V’ Passat BE/CC) fram working Kl RS RaRRST
ey

ignition, programmer
ower key

Walue for the autorization read by daignostic:

E it

The 7 bytes of the component protection data are contained inside the immobilizer and
sometimes inside the engine control unit. Inside the engine control unit there are always at least
6 of the component protection bytes stored, sometimes also the 7" byte is contained.

There are several ways to extract the component security:

-Simply press the “Autodetect component security” (select “Autodetect component security” and
press “Next” in case of “Wizard mode”) and the component security bytes will be read from the
ECU. This will also automatically decide whether you have the 7" byte, or you will need to
search for it. Also the login will be displayed in the status bar. The autodetection is not always
possible, it basically works for EDC16 and MED9x engines which are using a CAN diagnostic
connection.

-The component security bytes are displayed e.g. using the special function “Engine Control
Unit” - when reading the EEPROM of the engine control unit the ABRITES Diagnostics for VAG
will show you the component security bytes:

Issued by: Abritus 72 Itd. Manual ' 89
Version: 3.00



September ABRITES Diagnostics FOR VAG USER MANUAL for software version: 20.0 Document
27,2013 number 2/20071127

00 00 00 00 o0 o e s s r e e e
00 00 00 00 00 «eennnneeennnnn. | Peadflash |
00 00 00 00 00 «.cvevnnnnnnnsnns
=l | iR |
3
['ata read. Component security: 1b d4 05 e4 37 a8 Ob | E it |

—For CAN TP2.0 immobilizers in most of the cases it is possible to read all 7 bytes from the
instrument/immobilizer. This is possible from the Immo panel — you have to go to “Special
function”, then “Instrument CAN” and “Read/write immo data”. After you read the immobilizer
data in the field “Serial Key” the 7 bytes of the component security will appear.

b) Preparing a dealer key with all 7 bytes availabl e

If the 7" byte is different from “00” then you have all the 7 bytes of the component security and
you are able to prepare a transponder directly with the Key programmer. In this case you must
choose “All 7 bytes of the component protection data (component security are known)”, put the
7 bytes and press the “Program” button.

c) Preparing a dealer key by finding the 7 ™ byte

If the 7™ byte is not available you must choose “Find the 7th byte of the component security
data” and you have to put the six bytes which you already have. There are three possible ways
to check whether the 7" byte is correct:

- from working key — if you have a key which can start the car, put it in the programmer
and press “Find 7" byte from working key” - after 70-80 seconds the 7" byte should be
found;

- Automatically

This mode requires that the immobilizer and the Key can simultaneously read/write the

transponder. For that reason you have to turn the ignition ON and place the programmer

ring over the key (when the key is in the ignition).

NOTE: The automatic check might not be possible for some models (e.g. VW Passat
B6). So it is required that the manual procedure is used in this case.

- Manual

The main difference between the automatic and manual procedure is that according to the
manual procedure you should put the key into the programmer, then turn the ignition to ON
with it, and then once again to the programmer and so on until the byte is found.

If you use the manual procedure you will be consecutively prompted to put the transponder
into the program, and then to turn it to the ignition ON position.

Normally for most models it is required that the key is in the ignition, and you only change
the position of the transponder. You will be prompted to put the transponder into the
programmer, then to put it near the ignition lock so it is read by the immobilizer. An exception
is the Passat B6. For it it is required that you put the key with the transponder into the
programmer, then the key with the transponder into the ignition lock, UP TO THE FIRST
POSITION ONLY, then again into the programmer, and again into the ignition lock until the
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byte is found.

NOTE: If you get an “XXX" message you need to stop at the current position and wait
for 10 minutes before you continue.

ATTENTION: For the Passat B6 there are some cars fo r which you cannot search for
the 7™ byte. For such cars a key can be made only by open  ing the comfort module
and reading the comfort module EEPROM. Then after h  aving the 6 bytes of the
component security from the engine, you can extract the 7™ byte from the comfort
module's EEPROM using the dump tool. It is also pos  sible to program directly the key
to the car from the dump tool if you have attached a programmer. For more details
please refer to the dump tool section.

ATTENTION: As mentioned above for some carsitisn ot possible to find the 7 ™ byte
of the components security. You can understand if t his is possible for the car you are
working on by performing the following procedure:

a) Connect with 25-Immobilizer and go to “Measured Vaues”, Channel 2

b) Put the original key or key with a Megamos 48 tr  ansponder — in this case in the
Measured values you should have a “yes” or “1” on t he second position of channel 2

c) Eject the key so there is no key in the ignition lock

— If the second position is changes to “No” or “0” y ou CANNOT search for the 7 ™
byte

— If the second position remains at “Yes” or “1” you can search for the 7 ™ byte

After you obtain a dealer key/transponder you can proceed with normal key-learning. Simply put
the number of keys to learn and the security access code and the keys will be learned.

d) Preparing dealer key on vehicles with Hitag2 tra  nsponder

Pressing the button will show the following dialog:

Issued by: Abritus 72 Itd. Manual 91
Version: 3.00



September ABRITES Diagnostics FOR VAG USER MANUAL for software version: 20.0 Document
27,2013 number 2/20071127

F -
Dealer key with Hitag2 b 4 SN I-é—:hj
(2} Load component security data from Kessw/ECU dump
Frogram from E.ezsy/ECU dump
Autodetect
fram ECLI
) &1l 7 bytes of the component protection data [component securiby] are know
Program transponder friom 7 butes
] ] ] ] ] 1] 0
(2} Find the 7th byte of the component security data
Find 7th byte and program tranzponder
: Find ¥th byte
Compotent security bytes: ae de 28 taa 43 a9 Fritais p kai'l:_lg
ey
Logind 1321
Exit

There are following possibilities for preparing the dealer key
- Making the key without disassembling the Kessy (completely by OBDII)

The “Autodetect from ECU” button will try automatic ally to read the component
security bytes from the ECU, and will select foryo  u automatically whether you need
to search for the 7 ™ byte or not.

IMPORTANT: If you do not have a working key from th e car, you will need to short the
fuses as described in the appendix to get communica  tion with the ECU .

After the component security is read, if you have all 7 bytes, you can program the key
directly.

If you have only 6 of the bytes, you have to choose:
a) if you have working key from the car, you can put it into the programmer, and press
the “Find 7™ byte from working key” button - the 7" byte will be found in several seconds;

b) if you do not have a working key, you have to search for the 7" byte manually. The
procedure takes approximately 20-25 min, but can last up to 45min. You have to connect
the interface to the OBDII, and the programmer should be connected too. Then after
pressing the “Program” button you will receive notification when to put the key into the
ignition, and when to put it into the programmer.
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IMPORTANT: You only need to put the key inside, ple ase DO NOT ROTATE THE
KEY.

IMPORTANT: You may hold the programmer near the ign ition lock so you can
proceed faster when you remove the key. But please pay attention that the
programmer is at least 15cm from the ignition lock so the reading of the key from
the car is not disturbed.

NOTE: It is always better to use a plastic key ora n empty transponder when you
search for the 7 ™ byte, at least when you prepare such keys for the first time. If for
some reason the key becomes locked (e.g. battery go  es down, computer is hang-
up, etc.), you can find the encryption-key with the “Find 7 ™ byte from working key”
button, and then you can restore the key with the T ag key tool.

- Making a key by disassembling the Kessy or the ECU

You can load a dump of the Kessy or ECU using the “Load component protection from
Kessy/ECU dump” radio-button. After pressing the “Load dump "button you have to select
the respective dump file, after that the “Program” button will be active.

NOTE: Please pay attention that in the ECU dump som  etimes there are only 6 of the
component security bytes. In this case you will nee d to search for the 7 ™ byte as
described above.

NOTE: Please pay attention that if you have the Kes sy dump, you will have all the 7
bytes. But there are a lot of Kessy devices with di  fferent software versions, so it is
possible that the EEPROM is incorrectly decrypted ( especially for newer cars),
respectively the component security bytes will be w rong. In this case the key will not
work and you will need to restore the key using the Hitag2 programmer. The best way
to check whether the Kessy dump is decrypted correc t, is to get the PIN code from
the dump tool and to try to put it in the immobiliz er. If it accepted, than the decryption
of the EEPROM dump is OK.

- Making a key if the CS is already known

If you have already read the component security bytes prior to that (e.g. by dissoldering the
ECU EEPROM and decoding it by dump tool), then you can put the component security bytes
manually and proceed as described above

After the key is prepared as a dealer key, write how many keys you need to program, write the
security access and press the "Learn” button.

2.6.2.2 Wizard mode

Like in the standard mode, the software tries to autodetect the vehicle model, but the customer
has the ability to select the model also manually. If the vehicle model is not autodetected a
respective message will appear and user have to select it manually.
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P

A ABRITES CommanderforVAG - - sn|olE]
Select vehicle\immobilizer type: Select function:
VAG vehicle - "Johnson Controls NEC" (CAN) [+
Audi AB/Allroard 2005+ (CAN) _ |Add One Key
Audi Q7 2005+ (CAN) | Prepare Dealer Key

Audi A3 (CAN) iE
Audi A8 (CAN) L
VW Golf V (Micronas dash) (CAN)

VW Passat 6 (CAN)

VW Passat 6 with EDC17/MED17 (CAN)

VVAG vehicle -2007 (CAN

VW Golf\Golf Plus\Jetta\Bora V 2004+ (CAN
Skoda Octavia Il -2007 (CAN)

Skoda Octavia || 2007+ (CAN)

Seat Altea/Toledo -2007 (CAN)

Seat Leon -2007 (CAN) E

Function: Adapts all keys to vehicle's immabilizer.

Exit

—

NOTE: Depending on the vehicle type there are 1 or  more functions available. A hint for
their meaning is displayed in the bottom of the dia log. Here is a more detailed
description of the functions.

- Learn keys — this means that all available keys w il be learned. Any already working
keys that are not available will stop to work after this function.

- Add One Key - this function will add one keyto e  xisting key count. This means that
also the key which are not available at the moment will continue to work.

- Prepare dealer key — for the vehicles types which accept only pre-coded key it is
mandatory first to prepare the so-called “dealer ke y” before proceed with the “Learn
keys”

2.6.2.2.1 Learn keys

Learning the keys requires to put the Login (PIN) code. PIN code can be automatically detected,
can be retrieved from dump, or can be typed manually if it is already known to the customer.
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.
A | ABRITES Commander for VAG ==

« Autodetect Login Code

“ Type Login Code manually

© Load Login Code Using Dump Tool

Login Code: 0

< Back Exit

When the Login code is available and the “Next” button is pressed, an informational dialog is
displayed, where the key recognition and engine start conditions are checked. The meaning of
the fields is the same as the described in the standard key-learning mode.
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n ABRITES Commander for VAG = |EI |£|

~Immobilizer data

Current key count: ’2_ Transponder type OK: No
Dealer key/transponder: Yes
ECU responding: No Keyltransponder locked: Yes.
Engine start permited: No Key/transponder learned: No
ITogin acknowledge [p 'I_'ransponder acknowledge [0
timeout: timeout:

Press "Next" to start key learning procedure.

< Back I Mexst > | E it |

Pressing the “Next” button here will start the adaptation procedure and after finishing it the user
should give ignition ON with all available keys.

NOTE: Immo V A4/A5/Q5 and A6/A7/A8/VW Touareg 2010+ only — a different dialog is
displayed to the customer, which is the same as des  cribed in the standard key-learning.

2.6.2.2.2 Add one key

This function the same as the mentioned above with the difference, that it is not required to
have all keys available at the moment. The keys which are not available will continue to work.

2.6.2.2.3 Prepare dealer key

For the pre-coding of the key/transponder (the so called “preparation of the dealer key”) is
required to have the 7bytes of the component security. Choosing the “Prepare dealer key”
function you need to put the component security.
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Select an option:

« Manual Input of the Component Security Bytes
« Autodetect Component Security Bytes

~ Find the 7th Byte of the Component Security Bytes
- Automatic Trying

~ Find the 7th Byte of the Component Security Bytes
-Find From Working Key

Component Security Bytes:

Possibilities for this are:
- Manual input of the component security — if it is already known you can put it manually.

- Autodetect the component security. The autodetected component security is displayed in the
field in the bottom of the dialog. Please pay attention that autodetection may find only 6 of the
bytes, in this case the 7th byte need to be found in the way described below

- Find 7th byte — automatic trying by OBDII — requires to make ignition ON with new
transponder/key and to place the programmer over this new transponder/key. Finding the 7th
bytes takes till 15min

- Find 7th byte — from working key — if a working key is available it is much faster to find the 7th
byte from it — just put the working key in the programmer and in one minutes the 7th byte will be
found

- Find 7th byte - automatic trying by OBDII — Passat B6/CC only — it is required to search the 7th
byte manually. You will have message when to put the new key/transponder in the ignition lock
to first position, and when to put it in the programmer. Procedure may takes till 30min

- Find 7th byte - automatic trying by OBDII — Passat B6/CC/B7 with EDC17/MED17 — the
pocedure is the same as on the other Passat B6/CC, but it is necessary to read the comfort
module dump with a programmer and to enter the Login (PIN) code.

- Get component security from Kessy dump — only for vehicles with the Hitag2 key
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(Touareg/Phaethon/Cayenne/A8/Bentley Continental) — additionally to the options above there is
one more option - to get the information from the Kessy EEPROM dump (93C86) if it is read
with a programmer.

- Find 7th byte - automatic trying by OBDII — only for vehicles with the Hitag2 key

Document

(Touareg/Phaethon/Cayenne/A8/Bentley Continental) — for these vehicles it is necessary to
enter also the PIN code, The procedure of finding the 7th byte is manual, and the user will have
message when to put the new transponder/key in the programmer (only put in the ignition
without rotate), and when to put it in the programmer.

- A6/Q7/Allroad with EZS-Kessy only — for the preparation of the dealer key is required the PIN

and the 6 bytes of the component security, which can be typed manually, automatically detected
from engine control unit, detected from EZS-Kessy EEPROM dump (if read with a programmer)
or detected from EZS-Kessy EEPROM by OBDII (if working key is available)

Programmer Key Learnig
Model Year Solution needed Transponder/Key procedure
Audi A2 all OBD-K not needed TPO8 Procedure 1
Audi A3 -2003 OBD-K not needed TPO8 Procedure 1
Key Megamos 48
Audi A3 2003+ OBD-CAN programmer dealer key Procedure 3
Audi A4 -2003 OBD-K not needed TPO8 Procedure 1
2003- Key Megamos 48
Audi A4 2008 OBD-K programmer dealer key Procedure 4
Key Hitag2 Extended
Audi A4 2008+ OBD-CAN programmer dealer key Procedure 8
Key Hitag2 Extended
Audi A5/S5/Q5 2008+ OBD-CAN programmer dealer key Procedure 8
Audi A6 -2004 OBD-K not needed TPO8 Procedure 1
Key
Audi A6/RS6 2004+ OBD-CAN programmer Megamos 8E Procedure 6
Key Hitag2 Extended
Audi A6 2010+ OBD-CAN programmer dealer key Procedure 8
Key Hitag2 Extended
Audi A7 2010+ OBD-CAN programmer dealer key Procedure 8
Audi Allroad -2004 OBD-K not needed TPO8 Procedure 1
Key
Audi Allroad 2004+ OBD-CAN programmer Megamos 8E Procedure 6
Key
Audi Q7 2004+ OBD-CAN programmer Megamos 8E Procedure 6
Audi A8 -2002 OBD-K not needed TPO8 Procedure 1
2002- Key
Audi A8 2009 OBD-CAN programmer PCF7936 or key Procedure 5
Key Hitag2 Extended
Audi A8 2010 OBD-CAN programmer dealer key Procedure 8
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2007- Key
Audi S8 2011 OBD-CAN programmer PCF7936 or key Procedure 5
Key Hitag2 Extended
Audi S8 2012+ OBD-CAN programmer dealer key Procedure 8
Key Megamos 48
Audi R8 2006+ OBD-CAN programmer dealer key Procedure 3
Audi TT -2005 OBD-K Not needed TPO8 Procedure 1
Key Megamos 48
Audi TT 2007+ OBD-CAN programmer dealer key Procedure 3
OBD-CAN Key Megamos 48
Audi Al 2011+ uDS programmer dealer key Procedure 7
1997-
Skoda Octavia 2003 OBD-K not needed TPO8 Procedure 1
2003-
Skoda Octavia ll 08/2006 | OBD-CAN not needed TP24 Procedure 2
08/2006- Key Megamos 48
Skoda Octavia ll 2008 OBD-CAN programmer dealer key Procedure 3
OBD-CAN Key Megamos 48
Skoda Octavia ll 2008+ uDS programmer dealer key Procedure 7
Skoda Octavia OBD-CAN Key Megamos 48
RS 2009+ UDS programmer dealer key Procedure 7
Skoda Octavia 2006- Key Megamos 48
Scout 2008 OBD-CAN programmer dealer key Procedure 3
Skoda Octavia OBD-CAN Key Megamos 48
Scout 2009+ uDS programmer dealer key Procedure 7
Skoda Scout -08/2006 | OBD-CAN not needed TP24 Procedure 2
08/2006- Key Megamos 48
Skoda Scout 2008 OBD-CAN programmer dealer key Procedure 3
OBD-CAN Key Megamos 48
Skoda Scout 2009+ ubS programmer dealer key Procedure 7
Skoda Roomster 2007+ OBD-K not needed TPO8 Procedure 1
2000-

Skoda Fabia 2007 OBD-K not needed TPO8 Procedure 1
Skoda Fabia ll 2007+ OBD-K not needed TPO8 Procedure 1
Skoda Fabia Il OBD-CAN Key Megamos 48

RS 2011+ uDS programmer dealer key Procedure 7

Skoda Fabia OBD-CAN Key Megamos 48

Scout 2009+ uDS programmer dealer key Procedure 7

Skoda Superb -2008 OBD-K not needed TPO8 Procedure 1
OBD-CAN Key Megamos 48

Skoda Superb lI 2008+ uDS programmer dealer key Procedure 7
OBD-CAN Key Megamos 48

Skoda Yeti 2009+ UDS programmer dealer key Procedure 7

Seat Alhambra 1997+ OBD-K not needed TPO8 Procedure 1

Seat Altea -08/2006 | OBD-CAN not needed TP22 Procedure 2
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08/2006- Key Megamos 48
Seat Altea 2008 OBD-CAN programmer dealer key Procedure 3
OBD-CAN Key Megamos 48
Seat Altea 2009+ uDS programmer dealer key Procedure 7
1998-
Seat Arosa 2004 OBD-K not needed TPO8 Procedure 1
1996-
Seat Cordoba 2004 OBD-K not needed TPO8 Procedure 1
Seat Ibiza -2008 OBD-K not needed TPO8 Procedure 1
OBD-CAN Key Megamos 48
Seat |biza 2009+ uDS programmer dealer key Procedure 7
Seat Leon -2003 OBD-K not needed TPO8 Procedure 1
Seat Leon -08/2006 | OBD-CAN not needed TP22 Procedure 2
08/2006- Key Megamos 48
Seat Leon 2008 OBD-CAN programmer dealer key Procedure 3
OBD-CAN Key Megamos 48
Seat Leon 2009+ uDS programmer dealer key Procedure 7
Seat Toledo -2003 OBD-K not needed TPO8 Procedure 1
Seat Toledo -08/2006 | OBD-CAN not needed TP22 Procedure 2
08/2006- Key Megamos 48
Seat Toledo 2008 OBD-CAN programmer dealer key Procedure 3
OBD-CAN Key Megamos 48
Seat Toledo 2009+ uDS programmer dealer key Procedure 7
1998-
VW Lupo 2005 OBD-K not needed TPO8 Procedure 1
Key Megamos 48
VW American Fox 2003+ OBD-CAN programmer dealer key Procedure 3
Key Megamos 48
VW CrossFox 2005+ OBD-CAN programmer dealer key Procedure 3
VW
Suran/SpaceFox/
SportVan/Fox Key Megamos 48
Plus 2006+ OBD-CAN programmer dealer key Procedure 3
Key Megamos 48
VW Fox 2005+ OBD-CAN programmer dealer key Procedure 3
1997-
VW Polo 3 2004 OBD-K not needed TPO8 Procedure 1
2004- Key Megamos 48
VW Polo 4 2009 OBD-CAN programmer dealer key Procedure 3
OBD-CAN Key Megamos 48
VW Polo 5 2009+ uDS programmer dealer key Procedure 7
VW Golf 3 1993- OBD-K not needed TPO8 Procedure 1
VW Golf 4 1997+ OBD-K not needed TPO8 Procedure 1
VW Golf 4 Cabrio 1998+ OBD-K not needed TPO8 Procedure 1
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VW Golf5 -08/2006 | OBD-CAN not needed TP23 Procedure 2
Key Megamos 48
VW Golf5 08/2006+ | OBD-CAN programmer dealer key Procedure 3
VW Crossgolf -08/2006 | OBD-CAN not needed TP23 Procedure 2
VW Crossgolf 2006+ OBD-CAN not needed TP23 Procedure 3
Key
VW Golf Plus -08/2006 | OBD-CAN programmer TP23 Procedure 2
Key Megamos 48
VW Golf Plus 2006+ OBD-CAN programmer dealer key Procedure 3
OBD-CAN Key Megamos 48
VW Golf 6 2009+ uUDS programmer dealer key Procedure 7
VW Jetta -08/2006 | OBD-CAN not needed TP23 Procedure 2
08/2006- Key Megamos 48
VW Jetta 2008 OBD-CAN programmer dealer key Procedure 3
OBD-CAN Key Megamos 48
VW Jetta 2009+ uUbDS programmer dealer key Procedure 7
VW Bora 1997+ OBD-K not needed TPO8 Procedure 1
OBD-CAN Key Megamos 48
VW Bora 2009+ uDS programmer dealer key Procedure 7
VW EOS -08/2006 | OBD-CAN not needed TP23 Procedure 2
08/2006- Key Megamos 48
VW EOS 2008 OBD-CAN programmer dealer key Procedure 3
OBD-CAN Key Megamos 48
VW EOS 2009+ UDS programmer dealer key Procedure 7
VW New Beetle 1998+ OBD-K not needed TPO8 Procedure 1
2004-
VW Caddy VDO 09/2006 | OBD-CAN not needed TP23 Procedure 2
Key Megamos 48
VW Caddy -2008 OBD-CAN programmer dealer key Procedure 3
VW Multivan -2007 OBD-K not needed TPO8 Procedure 2
VW T4 1998+ OBD-K not needed TPO8 Procedure 1
2002-
VW T5 2009 OBD-K not needed TPO8 Procedure 1
OBD-CAN Key Megamos 48
VW T5 2009+ uUDS programmer dealer key Procedure 7
1997-
VW Sharan 2009 OBD-K not needed TPO8 Procedure 1
OBD-CAN Key Megamos 48
VW Sharan 2009+ uDS programmer dealer key Procedure 7
2008- Key Megamos 48
VW Scirocco 2009 OBD-CAN programmer dealer key Procedure 3
OBD-CAN Key Megamos 48
VW Scirocco 2009+ uDS programmer dealer key Procedure 7
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2004-
VW Touran 2006 OBD-CAN not needed TP23 Procedure 2
2006- Key Megamos 48
VW Touran 2008 OBD-CAN programmer dealer key Procedure 3
OBD-CAN Key Megamos 48
VW Touran 2009+ uUDS programmer dealer key Procedure 7
2008- Key Megamos 48
VW Tiguan 2009 OBD-CAN programmer dealer key Procedure 3
OBD-CAN Key Megamos 48
VW Tiguan 2009+ uUDS programmer dealer key Procedure 7
VW Passat B4
Motometer 1996+ OBD-K not needed TPO8 Procedure 1
VW Passat B4
VDO 1997+ OBD-K not needed TPO8 Procedure 1
VW Passat B5
VDO 2001+ OBD-K not needed TPO8 Procedure 1
VW Passat B5
Motometer 2001+ OBD-K not needed TPO8 Procedure 1
Key Megamos 48
VW Passat B6 2005+ OBD-CAN programmer dealer key Procedure 3
Key Megamos 48
VW Passat CC 2008+ OBD-CAN programmer dealer key Procedure 3
Key Megamos 48
VW Passat 7 2011+ OBD-CAN programmer dealer key Procedure 3
HITAG-2/Key
VW Phaeton OBD programmer PCF7936 or key Procedure 5
HITAG-2/Key
VW Touareg -2010 OBD-CAN programmer PCF7936 or key Procedure 5
VW Touaran -08/2006 | OBD-CAN not needed TP23 Procedure 2
08/2006- Key Megamos 48
VW Touaran 2009 OBD-CAN programmer dealer key Procedure 3
OBD-CAN Key Megamos 48
VW Touaran 2009+ uDS programmer dealer key Procedure 7
Key
Porsche Cayenne -2010 OBD-CAN programmer PCF7936 or key Procedure 5
Porsche Cayenne 2011+ n.a.
Bentley Key
Continental -2010 OBD-CAN programmer PCF7936 or key Procedure 5
Bentley
Continental 2011+ n.a

3 TROUBLESHOOTING

Below you can find a list of typical issues and how to solve them:
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Problem: When starting the “ABRITES Diagnostics for VAG” on the splash screen “Interface
NOT found " is displayed
Solution:
-Please be sure that the USB interface drivers are installed properly. You can look at the
device manager, the USB interface should appear as “USB Serial Port (COMxXx)” where “xx”
is the number of the port
-If the interface is recognized OK, then please try to unplug and plug it again into the USB
slot and restart the “ABRITES Diagnostics for VAG”.
-If the interface is not recognized (the USB interface appears with a yellow exclamation mark
in the device manager), then you can try to solve the issue by uninstalling and reinstalling
the USB interface drivers (see sections “Installing USB interface drivers” and “Uninstalling
USB interface drivers”).
-If there are bluetooth devices try to disable them

Problem: When starting the “ABRITES Diagnostics for VAG” “Interface not calibrated” is
displayed.

Solution:

Send all logs to a distributor

Problem: The device connects under K-Line on a random basis.
Solution:
Try to increase/decrease the “Wakeup echo delay” timing parameter.

Problem: The connection with the device under K-Line is unstable.

Solution:

Try to increase/decrease the “Inter byte time”, “Time between messages” and “Communication
echo delay” parameters.

Problem: How to recognize whether the instrument cluster is A4 RB4 or A4 RB4 Crypto.
Solution: If the instrument is not crypt (this means it is RB4) the immobilizer number (14 ASCII
symbols) is found at addresses 0x00, 0x100 and 0x200. If the immobilizer number is placed
there, then the instrument is not crypted.

Problem: After reading the A4 RB8 instrument, the instrument displays “LO x-x" instead the
mileage.
Solution: Read the RB8 instrument EEPROM, and change the immobilizer status to 6.

Problem: Itis not possible to connect to a device through the K-Line, since it is possible to
connect to it with other diagnostic tools.
Solution: Try to change the baud sequence to 9600/10472 from the options dialog.

Problem: Cannot read Motometer instruments.
Solution: Download and replace file www.abritus72.com/mmdata.bin into the ABRITES
Diagnostics for VAG folder.

Problem: Some device cannot be read or unexpected behavior was found
Solution: Please enable the logging as described in chapter 3.1.5 and send to use the
corresponding log-file.
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4  APPENDIX

Programming instrument clusters from Magneti Marelli (K-line diagnostic link)

Instrument cluster from Audi A3, Audi A6, Audi TT, VW New Beetle

Access to these is possible using the types “Instrument Cluster Magneti Marelli - Direct 1996-
2000” and “Instrument Cluster Magneti Marelli - Direct 2000+” depending on production year of
the car. So you have to select the one of the types and then try to read the EEPROM.

Please note that the threshold of the year 2000 is not absolute, some models are equipped with
older instruments even if they are built after the year 2000.Choose the “Instrument Cluster
Magneti Marelli - Direct 1996-2000", if not successful you need to turn the ignition OF and ON
and to try with the “Instrument Cluster Magneti Marelli - Direct 2000+” type.

If the read is successful , the PIN code and mileage are automatically recognized and displayed
for Magneti Marelli direct types, in case of error you can do it by yourself using the description
below:

1.In the EEPROM search for the Immobilizer number (AUZ..., WAUZ...). If the immobilizer
number is found, then the login is the two bytes preceding the immobilizer number.

gooo3el0|FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF|....... ... .. ...
00003EZ0 |FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF|................

0000330 |FF FF FF FF FF FF FF FF FF FF FF FF FF FF 87 BF | ... .. i nn o
gooo3e40|78 90 FF FF FF FF FF FF 00 00 FF FF FF FF FF O0(=. ... vvvinns
0o003ES0 |00 FF FF FF FF FF FF FF 00 01 04 gg %E]41 S5 BA|[.... ... +A10Z
oo003ee0 |35 SA 30 41 53 58 58 58 58 58 58 3B SA 79| 5Z08:CCCECE. L Ey
0o0003B70 |96 Be 00 FF FF 42 20 93 9D 43 7F FF 30 42 DE BS|..... B ..C..0B..
oo0o03Es0 |57 42 20 ES 31 FF FF FF FF FF FF FF FF FF FF FF|(WEB .1...........
00003ES0 |FF FF FF FF FF 04 0D 2B 41 55 S5A 35 54 30 41 58|....... +ATZSZ0AK

00003BAD |58 58 58 58 58 58 11 1E 3B 5& 79 96 Be 00 FF FF |Z000CE. L :Zv. .. ..
a0003BEO (42 20 93 9D 43 7F FF 30 42 DE BS 57 42 20 Eg 31|B ..C..0B..WB .1
gooo3eco |FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF|....... ... .. ...,
00003BDO |04 0D 2B 41 55 5A 35 5& 30 41 58 58 58 58 58 58| . .+AUZ5Z0AXEREI
O0003BEOD |58 11 1E 3B 5A 79 S6 Bo 00 FF FF 42 20 93 9D 43 |X. . :2v..... B ..C

E.g. on the picture above the immobilizer number is AUZ5Z0AXXXXXXX and the login is “0D2B”
in hexadecimal or 3371 in decimal

2.1f the immobilizer number is not present, then the login is located somewhere in the region
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of 0x0070-0x009F in the EEPROM. Starting from 0x0070 in the EEPROM (i.e. 0x3870 in the
memory area) there should be a long sequence of OxFF (e.g. about 7-8 bytes of OxFF). The
first two bytes which are not OxFF should be the login.

00003800 |FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF|................
gooossl0|FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF|............ ...,
Q0ooo3gz20|FF FF FF FF FF FF FF FF EA 00 01 18 1F CC FF FF|............ ...,
0ooo03530|FF EA D& 01 FD C1 1E FF FF FF 1E FF FF FF 1E FF|................

00003540 |FF FF 06 06 F9 FF FF FF 10 00 47 45 36 35 54 54 |.......... GEBSTT
oooos3ss0(31 30 30 30 31 10 FF FF FF FF FF FF FF FF FF 23|10001.......... #
oooo3gen |07 23 03 02 00 00 1E 0O 32 20 00 00 02 00 32 FF|.#...... 2 ... 2.

00003870 |FF FF_FF FF

00003850 |FF (04 7F)00 01 OF 14 FE 00 00 02 00 FF FF FF FF|evurennennnnnn..
00003890 |FF FF FF FF 03 6D FF FF FF FF FE 63 1B FF FE 63|..... m..... c...c
00003840 |1E FF FE &3 1B FF FE %3 1B FF FE 63 1B FF FE 63|...c...c...c...c

E.g. on the picture above starting from address 0x0080 of the EEPROM there are 17 bytes with
OxFF, then comes the login which is 0x047F in hexadecimal or 1151 in decimal.

The mileage consists of two blocks — usually 0x90 bytes with the inverted mileage, followed by
0x90 bytes with the real mileage, it may vary (e.g. blocks with 0x98 bytes instead 0x90, or first
comes the real value and then the inverted).

Instrument cluster from Audi TT-K

-First try to access the instrument as one of the "Magnet Marelli direct” types (especially for
year 2000+) and if successful proceed as described above

-If not successful select type “Magneti Marelli - Shadow 3 (TT)” and read EEPROM. Currently
for the software versions we know the login can be located as described above, and the
mileage starts from address OxXAA to address 0x1C8 (marked in the picture below).
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gooooooo oo 1D oo 17 00 0& OO0 0O& OO0 OB OO OB OO OC OO0 OD

pgooooolo|oo OE FF FF FF FF FF FF FF FF FF FF FF FF FF FF

gooooozo|FF FF FF FF FF FF FF FF EA 00 03 73 00 ZB FF FF

gooooo3o|FF FF FF FF ED 9B FF F9 FF FF FF FF 1E FF 1E FF

gooooo4o0|1E FF 39 69 C6 9% 553 58 58 58 55 53 55 53 FF FF

goooooso|os O FF FF FF FF 10 00 58 58 55 53 558 58 58 G5B

pgooooos0 |58 58 558 FF FF FF FF FF FF FF FF FF FF FF FF FF

pgooooo¥o|oY FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

pgoooooso|FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

goooooso|FF FF 1D EB OO0 04 OF 00O FF FF FF FF FF FF FF FF

oooooo&an FF FF KB FF FF FF 37

ooooooen FF 3 iF FF 37

goooooaco FF FF

goooooDo FF FF

ooooooeEd FF FF

ooooooaro FF FF

gooooioo FF FF

gooooiio FF FF

gooooizo FF FF

oooooi3o FF FF

oooooi4n 00 oo

ooooo1so oo oo

ooooolen oo oo

gooooizo oo oo

gooooiso oo oo

oooooisn oo oo

ooooo1&an oo oo

oooooieO oo oo

gooooico oo oo C

goooolpo |FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

goooolEo |FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
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VW Passat - usually these Instruments are before 1998

-First try to access the instrument as one of the "Magnet Marelli direct” types (especially for
year 2000+) and if successful proceed as described above

-If not select type "Magneti Marelli - Shadow 2 (Passat)” and read EEPROM. The login is
displayed; mileage is displayed as “0".

VW New Beetle

-First try to access the instrument as one of the "Magnet Marelli direct” types (especially for
year 2000+) and if successful proceed as described above

-If not select type "Magneti Marelli - Shadow 1" and read EEPROM. The login is not displayed.
The mileage is displayed as “0".
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Porsche Cayenne/VW Touareg gasoline engines — ECUw  akeup fuses

Porsche Cayenne — fusebox
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Audi A8 fusebox (passenger side — wakeup ECU):

R et
e e dye
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Audi Q7

To get communication with the ECU you need to short the fuses as shown in the picture below:

If you cannot communicate with the ECU then you should try as on the picture below:
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If you are still not able to get communication with the ECU it is possible to make short of the
external fusebox (it is found under the front cover, where the engine is). You have to short the
first 5A fuse with the +12V connection as shown on the picture. Please pay attention that you
have to use a bigger cable because if you use a small cable it can heat up.

Manual | 111
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Audi A6/RS6 (except 3.2L)

To get communication with the ECU you need to short the fuses as shown on the picture
below:
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Audi A6 3.2L FSI

To get communication with the ECU you need to short the fuses as shown on the picture
below:

Dump tool special function

The dump tool receives a dump file from the corresponding unit (input dump is loaded with the
“Load dump” button) as an input. The dump file may have been read either via OBDII or with a
programmer (especially for units where reading via OBDII is not possible). As an output the
dump tool displays data extracted from the input file and/or makes modifications to the input
data. If any modifications were made (for some sub-functions there are no modifications made,
only data is visualized) the user has to write the modified dump to a desired file (with the “Save
dump” button), and then this modified dump should be saved back to the device via OBDII or
with a programmer.

If data is read/write with a programmer the user must take care to ensure that the proper byte
order is used. Because most of the programmers are reading the data in 16bit words, the byte
order in the dump depends on the used programmer — some programmers are producing
dumps starting with the least significant byte, and some are producing dumps starting the most
significant byte. This means that for the same unit two different programmers can produce
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different dumps. Normally the software tries to autodetect the byte order of the dump, and if it
does not succeed, then you may need to use the “Swap bytes” button. This button changes
alternatively the byte order into the dump. So if after loading the dump file into the dump tool
data cannot be extracted or modified, or the extracted data is not valid (e.g. displayed PIN is not
accepted from the car), please try to swap bytes to get a result. For some functions the
swapping is made automatically (for example the decoding of the Kessy), but for some function

the user has to do this manually.

A more detailed description of the most important functions follows below:

-IMMO - KESSY - Audi A8, VW Touareg, VW Phaeton, Por sche Cayenne, Bentley

Continental [ 93C86 ]

Required license: ANOO3
This function is used to extract the security code from the Kessy module (this module is used in
Audi A8, VW Touareg, VW Phaeton, Porsche Cayenne and Bentley Continental). The function

also displays the learned keys and visualizes/changes the immobilizer and VIN numbers.

Type: IR0 - KESSY - Audi 48, W Towareq, W' Phaetaon, Porsche Capenne, Bentley Continental [ 93C86 | bt
00000000 81 80 01 00 00 00 32 00 00 00 00 74 B6 0L 00 00 ...... | ‘ Load dump ‘
N0000010 00 00 00 00 AR &4 CA 30 33 30 36 ©2 30 30 30 31 ....... 0206, 0001

00000020 85 32 31 2E 30 31 2E 30 33 64 30 39 B5 32 31 2E .21.01.03709.Z1. ‘ Save dump ‘
00000030 30031 2E 30 33 01 00 00 0L 00 00 0L FF 0L 00 0L 0L.03w.aeeneenns ‘ Swan e L
00000040 00 OF OE 4B 33 44 30 39 30 39 31 33 35 46 20 D7 ...K3DO9OIL35F

00000050 35 57 4B 34 37 30 32 31 DA 56 42 52 42 34 75 DA SWE47021.VEBRBdx.

00000060 56 42 52 42 34 76 DA 56 42 52 42 34 78 05 04 00 VBRE4x.VERE:. .. Lugn|E?BF Girer Dt
00000070 00 FF 05 02 00 02 FF 01 FF FF FF FF 01 FF FF FF .vvevvnnvninnnns L_______J
00000080 FF 0L FF FF FF FF 01 FF FF FF FF OL FF FF FF FF vvuevvnnnvnnsnns i s

00000090 0L FF FF FF FF 0L FF FF FF FF OL FF FF FF FF 02 4 vuevvnannnnnnns T —
000000A0 01 70 56 57 5A 33 54 30 43 31 30 33 34 34 39 30 .pVWZ32Z0C1034490 [VWZ 32001030000 Sel
N00000B0 01 00 00 00 00 00 00 00 29 00 23 05 0B 00 07 03 ..eue... Va#e.... VIN

000000CO 01 00 00 00 01 00 00 00 0L 00 00 00 01 00 00 00 o uueeveneeneans

00000000 01 00 00 00 01 00 00 00 2D 74 A0 FO 7B 9B FO 72 ........ sEiifaE [WAEZZZ7LZ 300 0000
DOODOOED 9C FO 83 43 FO CE 65 90 FO 65 90 FO 00 00 00 00 ...... B

DO00000FD 00 00 01 00 00 ES EE E3 7D 35 AE FO C2 2B 41 75 ..uuvwn. 15.. .+hu

00000100 F& BO 80 4B 01 00 7F 7E 01 00 99 2C 6C 0L 00 00 ..oHevemevu,lone o

L] _’H

Pressing the “other data” displays the learned keys and also allows changing the immobilizer
status (on some models changing the immobilizer status is used to put the Kessy e.g. into

delivery condition).
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Kessy keys

Kenl: DCO04426
Ken2 BE 344320
k.ev 3: FFEFFFEE
k.en 4: FFEFFFEE

K.ew & FFFFFFFF
K.ew E: FFFFFFFF
F.ep 7: FFFFFFFF
F.ep 8 FFFFFFFF

Immo status: i

Set

X

-EZS-Kessy Security access code [9S12]
Required license: ANOO3

This function is used to extract the security access code from the EZS-Kessy. The EEPROM of
the EZS-Kessy is found inside the microcontroller (Motorola HC9S12 family) and is typically
read with a programmer, for some older version of the EZS-Kessy (till V2.0.2 of the EZS-Kessy)

IS also possible to be read by OBDII.

Document

Dump Tool T
Tope: EZ£5-Feszy Secunty access code [9512]
00000000 24 68 10 OZ 00 10 FD BO FF FF 00 FF 32 33 39 37 §Haveenreo.. 2397 Lead durng
Q0000010 37 33 30 30 32 36 30 30 31 31 FF FF 30 35 37 37 7300260011..0577
NO00D0Z0 36 33 30 30 30 34 30 36 30 31 FF FF 35 30 32 35 £300040601..5925 Save dump
00000030 31 30 30 31 32 30 36 30 30033 33 30 33 31 30 34 1001206003903104
00000040 34 32 34 37 35 FF FF FF 36 30 2E 32 30 2E 30 32 42475...60.20.02 Sl
00000050 36 36 33 30 57 41 55 54 54 54 34 4C 30 37 44 30 6630WAUZZZALOTDO
00000060 30 30 30 30 30 FF FF FF 02 20 66 03 34 46 30 39 00000.... f£.4F09 oo FET—_
00000070 31 30 38 35 32 20 20 20 30 32 32 30 00 02 02 00 10852  0220.... G
00000080 07 ED 24 10 77 5F 30 36 2E 30 33 2E 30 37 FF FF ..*.w 06.03.07..
00000090 34 46 30 39 30 35 38 35 32 42 20 20 20 33 31 FF AF0S05852E  31.
000000AD FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ooneeeaneaennns.
N00000BO 33 30 35 32 34 34 37 33 32 30 30 31 32 30 36 30 3052447320012060
NO00DOCO 300 3% 33 30 31 30 31 30 33 35 33 33 30 FF FF FF 0330101035330...
00000000 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ooueeenneaennnn.
N0Q0D0ED FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ovuvernnvnvnnnss
000000FO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF oouvernnenennnnn
00000100 11 17 FF D4 22 2F A4 FD A6 ES 49 FB 11 17 FF D4 «von/eevnTunn.. -
RaN ;l‘]

-Comfort module component protection data (Passat B6 )
Required license: AN0OQO9

This function is used to extract the 7bytes of the component protection data for Passat B6. This

function requires a dump file from the comfort module, and the six bytes of the component
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Document

protection bytes which are always found in the engine control unit. So you need to load the
dump of the comfort module and then a dialog is displayed where you can put the six bytes of
the component protection manually or you can directly load the ECU dump too. The tool accepts
an ECU dump from EDC16, PPD1x, MED9x and ME7x ECUs.

Comfort module component protection data [Passat BE)

000000lo
00000020
00000030
00000040
00000050
00000060
00000070
000000s0
00000090
00000040
000000ED
noooooco
000000no
000000ED
000000Fo
oo00o10o0
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000190
00000140
000001E0

KEN

00000000 F

g3
34
34
FF
ER
Sk
oo
43
FF
AL
FE
FF
ER
57
30
Ex:
EF
EF
FE
FF
EE
FF
FF
ER:
FF
EF
FE

FF
62
33
33
FF
FF
iy
03
gz
oo
FF
FF
FF
FF
34
50
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

oo
2D
33
33
FF
FF
FE
57
oo
0z
FF
FF
FF
FF
32
30
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

oo
2D
43
43
FF
FF
BS
oo

ui}
ZE
20
20
FF
FF
47
03

uli}
2D
20
20
FF
FF
14
(354

oo
2D
30
a0
FF
F
FE
54

i}
ZE
34
FF
FF
FF
i}
FF

oo
ZD
35
FF
FF
Fi
03
FC

oo
2D
33
FF
FF
TF
63
Bz

ul}
33
33
EF
Er
.
uli}
56

ao
43
43
03
FF
FF
03
FF

ECU component pretection data

a7
30
30
an
FF
FF
a4
oo

60
39
39
FF
ki
FIr
oo
43

z9
35
35
FF
FF
FF
03
g6

39
39
FF

{* Load ECL component protection data fram dump

" Enter companent protection data manually

Load ECL dump

5.
b--.--.--3C0255
433H 0453300959
433H

G|
7

Load dump

Ok

-

Save dump

Swap bytes L/H

Cancel

Load dump from EDC1E/ME F/MED S [uncrppted)/Simos PPD/Simos FSI

[Htherlrata

nurnber

FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF

FE
FF
FF
FF
EE
FF
EF

FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF

EF
FF
FF
FE
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF

WIM

SiEt

E xit

The function also visualizes/changes the immobilizer and VIN numbers.
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Comfort module component protection data [Passat B6]

nooooooo
nooooolo
00000020
00000030
00000040
no0ooo0so
00000060
00000070
n00o000s0
noooooso
00000040
000000ED
noooooco
nooooono
000000ED
000000Fo
nooooloo
noooollo
00000120
00000130
no0ool4o
n00oo0lso
00000160
noooo1vo
no0001so
00000180
00000140
000001E0

;L

Component security butes are; 09 72 52 7IB2 E4 Ad

FE
g3
34
34
FF
FF
S
i}
43
EF
A5
FF
Fr
FF
57
30
FE
EF
FF
FF
Fr
FF
FF
FF
FE
EF
FF
FF

FF
62
33
33
FF
FF
i
03
3z
ue}
FF
FF
FF
FF
34
50
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

oo
2D
33
33
FF
FF
FE
57
i}
0z
FF
FF
FF
FF
3z
30
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

uie}
2D
45
45
FF
FF
ES
uii}
43
69
FF
FF
FF
FF
31
30
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

oo
2E
20
20
FF
FF
47
03
g3
oo
FF
FF
FF
FF
3
33
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

oo
2D
20
20
FF
FF
1a
62
oo
nz

i Component security:

E

oo
2D
30
20
FF
F
FE
S4

43
A5

oo
ZE
34
FF
)
FF
an
FF

g4
nn

oo
2D
35
FF
FF
Fi
03
FC

)
nz

g}
ZD
33
FF
FF
TF
63
Bz

43
A

oo
33
33
FF
FF
FF
ui}
56

35
nn

oo
43
43
o3
FF
FF
03
FF

54
nz

07
30
30
g0
FF
FF
64
oo

FE
67

60
39
39
FF
EF
FIr
uli}
43

73
nn

29
35
35
FF
FF
FF
03
a6

62
nz

39
39
FF
FF
FF
56

oo ..

4k
sl

Iﬁi Component security bybes are: D9 7252 79 B2 E4 A4
- <

............. 1. &
h--.--.--3C0595%
433H 04533C0959

433H

L L T I R R

FF
FF
FF
FF
FF
FF
FF
FF

Y
FF
FF
FF
FF
FE
FF
FF
FF

Y
iy
FF
FF
FF
EF
FF
FF
FF

Y
FF
FF
FF
FF
FF
FF
FF
FF

FY
FF
FF
FF
FF
FF
FF
FF
FF

FE
FF
FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF
FF
FF

FF
FF
FF
FF
FF
FF
FF
FF
FF

3
EF
ER
i
FF
FF
EE
FF
FF

Y
FF
FF
FF
FF
FF
FF
FF
FF

~u

;
.

Load dump

=

Save dump

Swap bptez LAH

Other Data

Imrnio number

Set

WM
i\-\-"‘u"\-\-"ZZZSEZESDDDD&

Set

<

Exit

Pressing the “other data” displays the learned keys and allows several operations:

—If a programmer has been recognized, it allows to read current transponder's data, add it to the
dump and if transponder's type is appropriate allows to program it as dealer key

—It allows to change the immobilizer status (on some models changing the immobilizer status is
used to put the Comfort module e.g. into deliver condition).
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i Comfort module keys i L ‘Ej

Comfort module keys data, __1_-_]
winite kavs to combort module durnp:

You can enter manually a kewin certain position.

wWith prezsing "OE keys' data will be written to comfart module dump.
[Farto delete kew fram certain position, white "00000000" in the ey position:fisld)

You can press “Program transponder to read current tranzponder with programmer to certain pozsition;

With prezzing “OK" keps' data will be written ta comfort modube: durmp.
Chiange immmobilizer stabus:

By preszing "Set’” vou can set immobilizer status

MOTE: Marmally immobilizer status should have the value 2% It iz recommended to.change it if it is different.

]

~\afrite kevs to Comfort module dump: = Change immokbilizer status:

Fepl: iz1 CZDCEF | Program transponder Kep 5 |EIDEIEIEIDEIEI Frogrann transpander Irnrn status: | 2 St

; &

Key 2: iEIIZEEIB 845 | | Program tranzponder Key B ]DDDDDDDD Pragram tranzponder :
Kep 3 IUUUDDDDU Frograrn transponder Fep i IUUDDUDUU Prograrm transponder

Key & iDDDDDDDD Program transponder Key & IDDDDDDDD Program transponder

k. CAMCEL

Keys with data “00000000” represent the empty positions in the dump file (position at which no
key is learned). The rest are already occupied and represent the data of the learned at the
respective positions keys.

By pressing the “Program transponder” button (and if a programmer is recognized) the current
transponder is read and it's data is written at the corresponding (to the pressed button position)
position in the dump file (for example pressing “Program transponder” button next to “Key 4:”
data will write transponder's data at position 4 in the dump).

After current transponder is read, if its type is appropriate (TA3), it is also allowed to program
transponder as dealer key. You will be asked whether you like to do it.

In short if you put a TA3 transponder and program it to a specified position, the car should start
without making any key-learning procedure.

By pressing OK, all changes in the dumps data will be saved.

By pressing CANCEL, the loaded dump will remain unchanged.

-ECU EDC16 Set component protection data [95320]
Required license: ANOQ9
This function allows viewing and/or changing the component protection data found in the
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EDC16. Into the EDC16 there are at least 6 bytes of the component protection found, or
sometimes there are 7 bytes. If there are 6 bytes contained, then the 7" byte is zero.

Durnp Taol

Tope: ECU EDCIE Set component protection data [95320] bt
00000000 00 5E 05 12 38 FF FF 31 36 2D 31 32 2D 30 34 FF .+..8..16-12-04. = ‘ Lead durng
00000010 FF FF 31 37 2D 31 32 2D 30 34 08 10 18 89 00 39 ..17-12-04..... g
N00000Z0 17 12 04 00 43 54 31 30 33 37 33 37 34 31 30 36 ....CTLO037374106 ‘ Save dump
00000030 42 03 2F 2F 31 30 33 37 33 37 32 36 36 37 FO E3 B.//1037372667. . ‘ S
00000040 00 06 05 00 04 24 10 75 A6 30 32 36 31 30 31 32 .....%.u0.0281012 U
00000050 31 31 39 20 20 00 00 00 16 9C 07 D5 0& 18 FA BL 119 «ocveven...
ENGSOSRE Component security data i

Component security data x
N0NDO070 42 ek i at
00000080 20 g . ! )
Q0000090 00 IEE 1 I I?2 !49 |52 !an L___EE___J n
000000AD OO - &

: ! ancel

ooooonen 4z Mew [0 0 o o fo o o
noo0oOco 20 <
Q00000D0 00 n
N000DOED 24 F3 C5 72 49 E7 84 CD DA 00 00 00 56 57 54 43 $..tT.ee.o.. THIC
N0ODOOFO 54 30 30 30 30 30 30 30 30 30 00 AC Fe 02 F5 55 Z000000000..... i
00000100 24 F3 €5 72 49 E7 84 CD DA 00 00 00 56 57 54 43 §..tTeee.c.. I o
4 l I k

-ECU EDC16 Immo bypass [95320]
Required license: None
This function is used to make the so called “Immobilizer bypass”. Bypassing the immobilizer

means that the ECU start the engine even if the immobilizer is not allowing the engine start (e.qg.

due to a wrong key or wrong synchronization between the immobilizer and the ECU)
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Dump Tool [
Tope: ECU EDCIE Immo bypaszs [95320] bt
nooooooo ﬂn S5E 05 12 38 FF FF 31 36 2D 31 32 2D 30 34 FF .*..8..16-12-04. il | Load dump
oooooolo FF FF 31 37 2D 31 32 2D 30 34 08 10 18 89 00 39 ..17-12-04..... a
no000020 17 12 04 00 43 54 31 30 33 37 33 37 34 31 30 36 ....CTl03737410A ‘ Save dump
oooooos30 42 03 2F ZF 31 30 33 37 33 37 32 36 36 37 FO E3 B. //1037372667.. ‘ Swap bytes LA
ooooo040 00 0 05 00 04 ZA 10 75 A6 30 32 35 31 30 31 32 ..... Fou.0281012
00000050 31 31 39 20 20 00 00 OO0 16 9C 07 DS 0O&4 18 Fa Bl 119 ........... -
ooooo0s0 00 04 24 10 75 A6 30 33 47 39 30 36 30 32 31 41 ..*.u. 0369060214 ‘TngeImmDDnHDH|
n0000070 42 20 52 34 20 32 2C 30 4C 20 45 44 43 20 20 20 B R4 2,0L EDC
ooo0oos0 20 20 20 20 20 20 37 38 37 31 03 00 00 45 00 00 TR i Has
ooo000%90 00 00 00 00 00 00 00 00 00 00 00 00 00 09 F7 BE cieecvenannnnns n
O00000AD OO0 04 2& 10 75 AA 30 33 47 39 30 36 30 32 31 41 ..%.u.03G9060214
O00000ED 42 20 52 34 20 32 2C 30 4C 20 45 44 43 20 20 20 B R4 2,0L EDC
noo000CO 20020 20 20 20 20 37 38 37 31 03 00 00 45 00 00 7871...H..
Qoo000D0 00 00 00 00 00 OO0 OO0 00 00 00 00 00 00 09 F7 6E . .cecwcincncnens n
OO0000ED 24 F3 C5 72 49 E7 G4 CD D& 00 00 0O 56 57 5 43 5..kT...aun YTZC
O00000FD 5& 30 30 30 30 30 30 30 30 30 00 -AC Fo 02 F5 55 ZO000000O00..... |
ooo00100 24 F3 C5 72 49 E7 G4 CD D& 00 00 DO 56 57 5S& 43 §..rT..cueuns VZIC &
] ¥

[rrno iz now O

The “Toggle Immo On/Off” button allows to switch on/off alternatively the bypass function.

-ECU EDC16 Security access code / Checksum calculato
Required license: None
This function displays the security access code which is contained into the EDC16 unit. It also
calculates and fixes (if some of them are incorrect) the checksums of the EEPROM. Please pay
attention that the checksums are calculated for the area till address 0x180 because after that
area the EEPROM sections are different for each different software version of the EDC16 unit.
Fortunately the most of the interesting data are found in this section.

r [95320]
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Dump Tool [ |
Tope: ECU EDCIE Secunty access code / Checkzum calculator [95320] bt
00000000 ﬂn S5E 05 12 38 FF FF 31 36 2D 31 32 2D 30 34 FF .~..68..16-12-04. il | Load durmp |
Qoo0o0o010 FF FF 31 37 2D 31 32 2D 30 34 08 10 18 89 00 39 ..17-12-04,.... Q
00000020 17 12 04 00 43 54 31 30 33 37 33 37 34 31 30 36 ....CTL037374106 ‘ Save dump ‘
QoQooo3n 42 03 2F 2F 31 30 33 37 33 37 32 386 36 37 FO E3 B, /AL037372667. . ‘ Swap bytes LA
Qooooo4n0 o0 06 05 0O 04 2R 10 75 Ae 30 32 38 31 30 31 32 ..... TLou 0281012
00000050 31 31 39 20 20 00 00 00 16 9C 07 D5 04 18 Fa Bl 119 ..vcevnn...
QoQo0osn 00 04 24 10 75 ARG 30 33 47 39 30 36 30 32 31 4l .. % . 03G9080214A : =
00000070 42 20 52 34 20 32 2C 30 4C 20 45 44 43 20 20 20 B R4 2,0L EDOC Login | 52554
s
Qooopogn 20 20 20 20 20 20 37 38 37 31 03 00 00 43 00 00 7871...H..
Q0000090 00 00 00 00 00 00 00 00 00 00 00 00 00 09 F7 BE @ veennnnnnnnnns 1
D00000AD 00 04 24 10 75 A6 30 33 47 39 30 36 30 32 31 41 ..%.u.0369060Z21A
O00000ED 42 20 52 34 20 32 2C 30 4C 20 45 44 43 20 20 20 B R4 2,0L EDC
000000CO 200 20 20 20 20 20 37 35 37 31 03 00 00 45 00 00 7871...H..
QOoO000D0 00 00 00 00 00 OO0 OO0 00 00 00 00 00 00 09 F7T EE & .cineecnnvnnss 1
QOQOD0ED 24 F3 CH 72 49 E7 84 CD DA 00 00 OO0 56 57 54 43 s..rT....uu YzC
000000FD 54 30 30 30 30 30 30 30 30 30 00 AC Fe 02 F5 55 Z0000O0OOO..... i
Qooo01l00 24 F3 CH 72 49 E7 84 CD DA 00 00 OO0 56 57 54 43 s..rT...euss VZIC &
] ¥

Checkzums in the file updated! Press the Save button to gave the changes

-ECU MED 9.x Reset component protection data [95160]
Required license: ANO09
This function allows viewing and/or changing the component protection data found into the
MED9x with ST95160 serial EEPROM. Into the MED9x there are at least 6 bytes of the
component protection found, or sometimes there are 7 bytes. If there are 6 bytes contained,
then the 7" byte is zero. Please pay attention that for some MED9.1 ECUs the data (security
access code and component protection data) are encrypted and in that case they are incorrectly
displayed. You can recognize whether the EEPROM data are encrypted by trying to put the
visualized security access code to some detail (e.g. ECU or immobilizer)

Issued by: Abritus 72 Itd.

Manual ' 121
Version: 3.00




September ABRITES Diagnostics FOR VAG USER MANUAL for software version: 20.0 Document
27,2013 number 2/20071127
! x|
Type: ECU MED 9.1 Rezet component protection data [95160] x
00000000 00 97 ES 81 38 FF FF 30 35 2D 30 37 2D 32 39 00 ....5..05-07-29. & | Load durnp |
00000010 FF FF 30 35 2D 30037 2D 32 39 08 10 18 49 05 47 ..05-07-29...I.G
00000020 29 07 05 10 37 43 31 30 33 37 33 37 37 34 33 39 J...7HLO37377439 | Save dump
00000030 02 02 2F 2F 31 30 33 37 33 37 32 34 32 36 FO &B ..//1037372496. . | B
00000040 Ol 03 A5 54 69 96 CL 3E 00 00 00 3F 61 1B D4 05 wvuZieeBe..?8... s
00000050 E4 37 &% OB 37 A6 3C 13 00 0l 00 00 00 BC F7 B2 v7eeTeteennneens
00000060 Ol 03 A5 54 69 96 CL 3E 00 00 00 3F 61 1B D4 05 ...Zdi..%...%3...
00000070 E4 37 &% OB 37 A6 3C 13 00 01 00 00 00 BC F7 B2 .7.. 7 Ceeunnn.n.
Doooaasa Component security data 3_(_! CZcE
nooo0oonso nooo
anooonan e R e | B B8] (3 R B [ ]
000000ED . -
nooooaco , . ; CZEE
oooooopn, et [0 |D [ 0 I” o o oo
n00000ED Z6ED
[0 001010 F e oo s oo~ e T o e I e B B et P T o & o
00000100 03 04 8B C3 Al 7B 00 00 00 00 00 00 00 00 00 00 ..... $onens o =
4] k|

-ECU MED 9.x Security Code / Checksum calculator [95

Required license: ANOO3
This function displays the security access code which is contained into the MED9x unit with
ST95160 serial EEPROM. It also calculates and fixes (if some of them are incorrect) the
checksums of the EEPROM. Please pay attention that the checksums are calculated for the
area till address 0x280 because after that area the EEPROM sections are different for each
different software version of the MED9 unit. Fortunately most of the interesting data is found in
this section. Please pay attention that for some MED9.1 ECUs the data (security access code
and component protection data) are encrypted and in that case they are incorrectly displayed.
You can recognize whether the EEPROM data are encrypted by trying to put the visualized
security access code to some detail (e.g. ECU or immobilizer)

160]
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ECU MED 9.x Securty Code / Checksum calculator [35160]

i

Document

nooooooo
00oo0oLn
00000020
00000030
nooooo4n
nooo00sn
noooooa0
00000070
0000000
00000020
n0o0000an
000000gn
nooooaca
000000no
0o00000ED
n0o0o000FQd
00000100

AN

oo
FF
29
nz
0l
E4
ol
E4
oz
30
3n
30
oz
a0
30
30
03

a7
FF
a7
0z
03
37
03
37
04
30
30
30
o4
30
30
30
04

E5
30
s
ZF
A5
A5
A5
A5
i}
30
30
30
uli}
30
30
30
B

gl
35
10
ZF
Sh
0B
Sh
0E
uii}
30
30
30
fui}
30
30
30
Cd

38
2D
37
3l
[
37
69
37
10
30
57
30
10
30
57
30
Al

FF
30
45
30
ElT
Aaf
LS
Af
37
30
56
11
57
30
56
11
TE

FF
37
3l
33
Cl
3C
Cl
3C
1
56
57
oo
56
L1
57
oo
oo

30
ZDh
30
37
3E
13
3E
13
57
57
i
ui}
57
57
Sb
i}
oo

35
32
33
33
uii}
oo
oo
uli}
i
S
iy
uii}
S
Sh
5
uii}
oo

2D
39
37
37
i}
oL
oo
oL
Sk
43
ad
oo
54
43
54
i}
ui}

30
0d
35
3z
oo
oo
oo
oo
54
54
35
oo
54
54
33
oo
oo

37
10
37
34
3F
oo
3F
on
33
30
43
on
33
30
43
oo
oo

2D
1
37
39
6l
oo
6l
an
43
3n
54
an
43
a0
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Checkzums claculated up to address 0x280! Press the Save button ot save the changes

‘ Load dump ‘

‘ Save dump ‘

‘ Swap butes LAH ‘

-ECU MED 9.x Reset component protection data [95080]
Required license: ANO09
This function allows to view and/or change the component protection data found in the MED9x
with ST95080 serial EEPROM. Into the MED9x there are at least 6 bytes of the component
protection found, or sometimes there are 7 bytes. If there are 6 bytes contained, then the 7
byte is zero. Please pay attention that for some MED9.1 ECUs the data (security access code
and component protection data) is encrypted and in that case they are incorrectly displayed. You
can recognize whether the EEPROM data are encrypted by trying to put the visualized security
access code to some detail (e.g. ECU or immobilizer)
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X
Tuvpe: ECU MED 9% Rezet component protection data [35030] -
00000000 ﬂn 97 E5 81 38 FF FF 30 35 2D 30 37 2D 32 39 00 ....5..05-07-29, & | Load dump
no0000l0 FFOFF 30 35 2D 30 37 2D 32 39 08 10 18 49 05 47 ..05-07-29...I.G
00000020 29 07 05 10 37 43 31 30 33 37 33 37 37 34 33 39 )...7H1037377439 | Save dump
00000030 02 02 2F 2F 31 30 33 37 33 37 32 34 39 36 FO 4B ..//1037372496.. | T
00000040 0L 03 A5 54 69 96 CL 3E 00 00 00 3F 61 1B D4 05 ...Zi..®...?d... Hek
00000050 E4 37 &8 OB 37 46 3C 13 00 01 00 00 00 BC F7? B2 .7..7.<eeunnn.n.
00000060 01 03 A5 5& 69 96 CL 3E 00 00 00 3F 61 1B D4 05 ...Zdi..»...%3...
00000070 E4 37 &% OB 37 A6 3C 13 00 01 00 00 00 BC F7 B2 o7eeTeleennneess
0ooooosn Component security data . _351 CZEE
00000090 — noao
0O0000AN giz — fE o4 (5 [E¢ [ (a2 e [k ] 2550
000000EQ ; { . 1o,
no0ooonco _ i : CZGE
goopogpopo. M 0 o o o o o 0 0000
n00000ED ZEED
000000F0

KR

oooooloo 03 04 8B Cd AL 7B 00 00 00 00 00 00 00 00 00

o T
;I_I

-ECU MED 9.x Security Code / Checksum calculator [95 080]
Required license: ANOO3
This function displays the security access code which is contained into the MED9x unit with
ST95080 serial EEPROM. It also calculates and fixes (if some of them are incorrect) the
checksums of the EEPROM. Please pay attention that the checksums are calculated for the
area till address 0x280 because after that area the EEPROM sections are different for each
different software version of the MED9 unit. Fortunately the most of the interesting data are
found in this section. Please pay attention that for some MED9.1 ECUs the data (security
access code and component protection data) are encrypted and in that case they are incorrectly
displayed. You can recognize whether the EEPROM data are encrypted by trying to put the

visualized security access code to some detail (e.g. ECU or immobilizer)
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ECU MED 9.x Securty Code / Checksum calculator [35020]
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Checkzums claculated up to address 0x280! Press the Save button ot save the changes

Load dump ‘

‘ Save dump ‘

‘ Swap butes LAH ‘

-ECU MED 9.x Reset CRYPTED Login/Component protectio n

Required license: ANOQO9
The function allows changing the security access code and the component protection data into

MED?9.1 ECUs for which the EEPROM is encrypted. As mentioned previously for some MED?9.1
ECUs the data (security access code and component protection data) are encrypted and in that
case they are incorrectly displayed. You can recognize whether the EEPROM data are
encrypted by trying to put the visualized security access code to some detail (e.g. ECU or
immobilizer). Changing the security access code and the component protection data into the
ECU requires that the original (uncrypted) data are entered. These data can be read e.g. from
the Immobilizer/Instrument if possible and are entered into the “Old” fields. E.g. for Audi RS4 the
MED9.1 ECUs are with encrypted EEPROM, but the login and component protection data can

be taken from the RB8 instrument cluster.
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Tuvpe: ECU MED 9.« Rezet CEYPTED Login/Component pratection -
oooooooo o0 EC S8E 2A 35 FF FF 30 36 20 30 36 2D 31 35 00 ...%5..06-06-15, = | Load dump |
W R eset crypted Login/CS i x||-F

o ¥p gin, | _l-ass | Save dump |

EE s ‘E?R | Swap butes L/H |

01 [uricrypted] login: |53234

0o Cancel | i

(A1 s WE.
Mew [unicropted) login: | 23413

s [uncrypted] log "

0 LR

00 Component security protection

ot -1z lae 3z [aa |34 F2 oo FEG

e Old [uncrypted] C5: | | | | i

B | MNew [uncrypted) C5: i12 ‘ oy 3 |AF |DA ;o LTE

oL

(A 3]

or. Wnerypted data can be read fram the instrument or from the MED ECL through the OBDI

-ECU MED 9x Immo bypass
Required license: AN012-B
This function allows you to make a immobilizer bypass for the MED9 engine control units. It
works on the unencrypted engine control units, but also on the encrypted too, but on some
encrypted engine control units it might not work.

ATTENTION: For the encrypted MED9.x ECUs itis nece ssary to make changes in the
flash too! So after you will need to give also the ECU flash and EEPROM as input, and
after the modifications to write back the modified flash and EEPROM to the ECU.
Unencrypted MED9x require only EEPROM changes. Iti s automatically recognized
whether the ECU is encrypted or not.
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Load dump

b

Save dump

Swap bytes L/H

Toggle Imma OnA0

Exit

-ECU ME 7.x Set component protection data [9P08/9508 (]

Required license: ANOQO9
This function allows viewing and/or changing the component protection data found into the

ME7x ECUs. Into the ME7X there are at least 6 bytes of the component protection found, or
sometimes there are 7 bytes. If there are 6 bytes contained, then the 7" byte is zero.
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Tope: ECU ME 7« Set component pratection data [SPO8/95080] -

noooooo0 ED 20 Z0 20 Z0 5A FF 00 12 30 35 30 32 30 33 54 Z...0502032 & | Load durmp |
oooooolo 05 01 01 00 43 DS 71 1C 00 00 69 C1 00 A5 851 FC ....C.d...i.....
oooo00z0 05 01 01 00 43 DE 71 LC 00 00 69 C1 00 A5 80 FC ....C.g...i..... | Save dump |
00000030 04 01 De AC DE OC ZD AL BO 13 5B 00 00 OO0 AL FB ...... it [ mmn |
oooooo40 04 01 De AC DE OC 2D AL BO 18 5B 00 00 OO0 A0 FB ...... & A O
ooo000s0 07 02 80 02 EO OL 06 00 28 04 58 0D 07 00 FL FD ........ [.%

00000060 00 .00 67 00 09 0E 00 00 13 03 00 00 00 00 54 FF udeeeennnnnns T
00000070 05 .04 22 09 09 0006 05 00 .00 FD 2D 00 46 41 FE .. . eweunns —-.Fh,
no0000s0 05 04 22 09 09 00 06 05 00 00 FD 2D 00 46 41 FE .. ...e..un. -.Fa,

ooooooa0 - . . <t
00000040 Component security data _Z(J :
000000ED

| e | |

oongecoll o |BE ||: 2D !m BO 18 |58 | ok | :
QoQooopo e
nononnEn  Mew: iD [0 o iD ‘EI 0 |D s

I
n00000Fo 5. ..

Q000100 Boe o
RAR] b

Swap butes L/H |

-ECU ME 7.x Security Code / Checksum calculator [9P0  8/95080]

Required license: None

This function displays the security access code which is contained into the ME7 unit. It also
calculates and fixes (if some of them are incorrect) the checksums of the EEPROM. Please pay
attention that the checksums are calculated for the area only for the first 0x120 bytes because
after that area the EEPROM sections are different for each different software version of the
ME7x unit. Fortunately the most of the interesting data are found in this section.
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Dump Tool s |
Tope: ECU ME 7% Secunty Code / Checksum calculator [SFO3,/95080] bt
oooopoon ED 20 20 20 20 54 FF 00 12 30 35 30 32 30 33 54 Z...050203Z = 15 Load dump 4
oooooolo 05 01 0l 00 43 DS 71 1C 00 00 69 C1 00 AL §1 FC . e s st
aooopoz20 05 01 01 00 43 DS 71 1C 00 00 69 C1 00 A5 80 FC . (B AL LA ‘ Save dump ‘
oooo0030 04 01 Do AC DS OC 2D Al BO 18 5B 0O 00 00 AL FB ...... R [ ‘ Swap bytes LA
oooo0040 04 01 De AC DS OC 2D Al BO 18 SE 00 00 00 AD FEB ...... T e
oooopos0o 07 02 80 02 E0 01 Oe 00 28 04 53 0D 07 00 FL FD . .eenn. [
ooooo0s0 00 00 &7 0D 09 0E OO0 00 15 03 00 00 00 00 54 FF Qe eecnansnss i Logh di545
aooopo70 05 04 22 09 09 00 06 05 0O 00 FD ZD 00 46 41 FE ... .o S
oooooos0 05 04 22 09 09 00 06 05 00 00 FD 20 00 46 41 FE .7 ... -.Fi.
ooo00o90 00 S0 80 S0 80 00 00 30 00 30 80 FF OO0 00 78 FE .veecnenannass Wi
O00000AD OO0 80 80 80 80 00 00 80 00 80 80 FF OO0 OO0 78 FB (.o vnennnnnns .
OO0o000EO 05 07 00 00 10 57 41 55 L4 S5A 00 0O 00 00 383 FE ..... WAUZZ g
aooopoco o5 07 00 00 10 57 41 55 BA 5A 00 OO 00 00 383 FE ..... WATTZZ g
ooo000D0 54 34 45 38 33 4E 30 30 37 35 39 35 41 00 EC FC Z4AEBZNOOT7S5954. ..
OO0000ED B4 34 45 38 33 4E 30 30 37 35 39 35 41 00 EC FC Z4ESSNOOT7S95A, ..
O00000OFD 55 58 33 54 30 43 31 33 31 30 34 34 33 00 E4 FC UX3Z20C1310443. ..
O0000100 55 58 33 5A 30 43 31 33 31 30 34 34 33 00 E4 FC UX3EOCL1310445, .. &
REN ;I‘]

Checkzums in the file updated! Press the Save button to gave the changes

-ECU EDC15 Immo bypass [24C04]

Required license: None
This function is used to make the so called “Immobilizer bypass”. Bypassing the immobilizer

means that the ECU start the engine even if the immobilizer is not allowing the engine start (e.g.
due to a wrong key or wrong synchronization between the immobilizer and the ECU)

Dump Tool s

Type:

ECU EDC5 Immo bypass [24C04]
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Load dump 4

Save dump ‘

Swap butes LAH ‘
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The “Toggle Immo On/Off” button allows to switch on/off alternatively the bypass function.

-Steering lock VW Passat 6 Security code [68HC908]

Required license: ANOO3 to view security access cod
protection data.

e and ANOO9 to view component

This function displays the security access code contained into the steering column locks of
Passat B6 which are with Motorola microcontroller (the unit can be either with ELMOS or
Motorola microcontroller). The function displays also the component protection bytes by
pressing the “Other data” button”.

Dump Tool N[
Type: Steering lock YW Paszat B Security code [BBHCA08] bt
gooooooo 24 24 24 F3 F3 F3 CS5 C5 €5 72 Y2 Y2 49 49 49 EY H$$ ...... rrelIlI. = ‘ Load dump
oooooolo ET EY 84 84 84 FE FE FE 56 56 56 57 57 57 L& 54 ........ VYVTIIIZZ
00000020 S5& 33 33 33 33 33 33 33 33 33 33 33 33 33 33 35 IS3335333333335333353 ‘ Save dump
oo00o0030 33 33 33 33 30 30 30 30 30 30 30 30 30 30 30 30 3533000000000000 ‘ Swiap byles LA
oooooo4n 30 30 DA Da DA CD CD CD 57 57 57 56 56 56 57 57 00...... TSI
ooooooso 57 54 5A SA SA 33 33 33 33 33 33 35 35 35 35 35 WZEZEZS3333335333353
0000000 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 3333333333333333 LD@H|52ESB
0o00o0070 33 33 33 33 33 33 33 33 33 33 54 Fe F& F6 AC AC 33333333334.....
oooo0oos0 AC D& DA DA CD CD CD OD OD 0D E7 EV BV 24 06 00 . ..cuceueaunns g..
Qoooooso 00 0o 81 07 00 00 00 80 15 00 00 31 12 13 00 00 ...eceeuwen. f|
Oo0000AD 0O 11 07 00 00 00 10 04 00 05 91 22 01 00 47 7D v oeweeweans g
O00000ED 31 01 00 47 7D 04 OB 1e 11 00 3E 04 OB 05 FF FF 1..GY..... Fawann
goooooco FFOFF 04 06 01 15 00 41 21 30 01 79 04 12 15 01 ....... A0, .
ooooooDo 31 41 20 FF 27 00 FF 04 0B 16 11 YO 01 00 00 25 1a .'...... A
OO00000ED 61 F1 FF FF FC FC FC ZE ZE ZE A8 A5 A48 0B OB OB a..c.eceenrnrnss
ooooooFd 01 0l 0l FC FC FC VA Y4 Y4 FD FIr FD 00 FF CD 52 ..... o R Sk R
00000100 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ... e
L] _’H

-ECU Simos 7 - K-line - Login code [93C76] [93C86]

Required license: ANOO6
This function displays the security access code contained into the engine control unit from

Siemens ECUs (Simos 7x generation which are accessed through K-Line) for benzine engines.

Interesting for these ECUs is that the same ECU can be used through K-Line and CAN, and

depending which link is used the security access code which is accepted from ECU is different.
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Dump Tool
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ECU Simoz 7 -

F-ling - Login code [93C7E] [93C8E]
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‘ Load dump

‘ Save dump

‘ Swap butes LAH

Login Bty

-ECU Simos 7 - CAN - Security Access Code [93C76] [9 3C86]

Required license: ANOO3
This function displays the security access code contained into the engine control unit from

Siemens ECUs (Simos 7x generation which are accessed through CAN) for benzine engines.
Interesting for these ECUs is that the same ECU can be used through K-Line and CAN, and
depending which link is used the security access code which is accepted from ECU is different.
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Dump Tool

Type:

ECU Simoz 7 -

CaM - Secunty dccess Code [93C7E] [93C8E]
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‘ Load dump

‘ Save dump

‘ Swap butes LAH

-ECU Simos 7 - CAN - Reset component protection data

Required license: ANOO9
This function allows viewing and/or changing the component protection data found in the

Siemens ECUs (Simos 7x generation which are accessed through K-Line or CAN) for benzine
engines. Into the Simos 7x there are at least 6 bytes of the component protection found, or
sometimes there are 7 bytes. If there are 6 bytes contained, then the 7" byte is zero.

[93C76] [93C86]
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ECU Simos 7 - CAM - Reset component pratection data [93C76] [93C86]

Document
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Save dump ‘

| Swap butes L/H ‘
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-ECU Simos PPD1x - Reset component protection data

Required license: ANOO9
This function allows viewing and/or changing the component protection data found into the

Siemens ECUs (Simos PPD1x generation) for diesel engines. Into the PPD1x there are at least
6 bytes of the component protection found, or sometimes there are 7 bytes. If there are 6 bytes
contained, then the 7" byte is zero.
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Tupe: ECU Simos PPD1 - Reset compaonent protection data ¥
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< _>IJ
Canceled

-ECU Simos PPD1x - Security Access Code

Required license: ANOO7
This function displays the security access code contained into the engine control unit from

Siemens ECUs (PPD1x generation) for diesel engines.
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ECU Simoz PPD1x - Secunty Acceszs Code
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‘ Load dump

‘ Save dump

‘ Swap butes LAH

Login lﬁ

-ECU Magneti Marelli Security Access Code [95320]

Required license: ANOO3
This function displays the security access code contained in the engine control unit from

Magneti Marelli

Dump Tool

Type:

ECU Magneti Mareli Security Access Code [95320]
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‘ Load dump

‘ Save dump

‘ Swap butes LAH
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- Audi A8 (-2002) - Security access code, Progr am transponder [24c17]
Required license: ANOOG6 to view security access cod e and AN0Q9 to write transponder's
data to dump.

The function visualize the security access code and also the immobilizer and VIN numbers. It
also gives the opportunity to change the immobilizer and VIN numbers.

Dump Tool T x|

Type:

Audi AB [-2002]) - Security access code, Program transponder [24c17] b
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Pressing the “other data” button displays the learned keys and if a programmer has been
recognized, allows to read current transponder's data and add it to the dump.

With pressing a “Program transponder” button (and if a programmer is recognized) the current
transponder is read and it's data is written at the corresponding (to the pressed button position)
position in the dump file (for example pressing “Program transponder” button next to “Key 4:”
data will write transponder's data at position 4 in the dump).

You should use transponder TPOS.

By pressing OK, changed data will be written into the dump.

By pressing CANCEL, the loaded dump will remain unchanged.
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After you have done all the modifications you wish, you have to press "Save dump" for to save
the changes in the dump.

-Audi A3/A4/A6 UKNSI 1995-1997 mileage and login code [93C56] — displays the login and
calculates mileage. No license required.

-Audi A3/A4/A6 UKNSI 1997-1998 mileage and login code [93C56] — displays the login and
calculates mileage. No license required.

-Audi A3/A4/A6 UKNSI Japan mileage and login code [93LC56] — displays the login and
calculates mileage. No license required.

-Audi 100 VDO 1995 mileage [94C46] — calculates mileage. No license required.

-Golf 3 VDO 1995 mileage [93C46] — calculates mileage. No license required.

-Golf 3 VDO V3.9 mileage [93C46] — calculates mileage. No license required.

-Golf 3 Diesel mileage [93C46] — calculates mileage. No license required.

-Golf 3 Motometer V5.8 mileage [93C56] — calculates mileage. No license required.

-Polo Motometer mileage [93C46] — calculates mileage. No license required.

-Polo Motometer 1996 mileage [93C66] — calculates mileage. No license required.

-Passat VDO 1991 mileage [93C56] — calculates mileage. No license required.

-Passat VD202 1993 mileage [93C46] — calculates mileage. No license required.

-Passat GT mileage [93C46] — calculates mileage. No license required.

-Passat GT mileage [93C56] — calculates mileage. No license required.

-Caddy mileage [93C56] — calculates mileage. No license required.

-Corrado VDO 1993 mileage [93C46] — calculates mileage. No license required.

-Corrado MotoMeter 1991-1995 mileage [93C56] — calculates mileage. No license required.
-Corrado VDO 1991-1995 mileage [93C56] — calculates mileage. No license required.
-Jetta 1994-1996 mileage [93C46] — calculates mileage. No license required.

-T4 MotoMeter 1996-1997 mileage [93C56] — calculates mileage. No license required.
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EDC17/MED17 Wiring diagrams for boot-mode

On the diagram below you can find how to conneet®DI to the ECU to use the boot-mode.
Please pay attention that connection 5100hm resisthetween the ECU Ignition and 12V is
mandatory to get communication with the ECU bootdmo

GROUND CAN-H IGNITION 12v
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ECU EDC17 CP44 TC1797
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ECU Vag EDC17 C46 TC1767
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ECU Vag EDC17 CP04 - TC1796
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ECU Vag EDC17 CP14 CP20 - TC1796 — variant 2
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ECU Vag EDC17 CP14 CP20 - TC1796 with Internal and&xternal Flash
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ECU Vag EDC17 CP24 — TC1796 with Internal and Extemal Flash
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ECU Vag EDC17 U01 - TC1766 with Internal Flash
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ECU Vag EDC17 U05 — TC1796 with External Flash

Ground
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ECU Vag MED 17.5.1 — TC1796 with Internal and Extenal Flash
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ECU Vag MED 17.5.2 — TC1767 Internal Flash
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ECU Vag MED 17.5.5 - TC1766 Internal Flash
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ECU Vag MED 17.5.20 - TC1766 Internal Flash
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ECU Vag MED17.1.1 — TC1796 Internal Flash
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For any further questions please contact
support@abritus72.com.
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